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cloudstack

open source cloud computing

CloudStack-UI is a project which purpose is to provide an easy-to-use, light, and user friendly frontend interface for
the Apache CloudStack virtualization management system.

Apache CloudStack is a great product which is widely used. But its frontend is developed for administrators (from our
point of view), not for cloud end users. Some of the interactions are not straightforward and unnatural to an average
user and require quite a long time to adapt. Other reasons to develop the UI are connected with lack of functions like
virtual machine statistics & charting, sophisticated resource accounting, and application management.

That’s what we are trying to add to Cloudstack-UI. The work is still in progress. But for now we have already covered
lots of features that make CloudStack more good-looking and intuitive.

Project on GitHub
Join CloudStack-UI LinkedIn Group

Contents:
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Overview

Contents

e Overview

Project History

Implementation Details

Documentation

How to Contribute

CloudStack-Ul is a project which purpose is to provide an easy-to-use, light, and user-friendly front-end interface for
the Apache CloudStack virtualization management system.

Apache CloudStack is a great product which is widely used. But its front end is developed for administrators (from our
point of view), not for cloud end-users. Some of the interactions are not straightforward and unnatural to an average
user and require quite a long time to adapt. Other reasons to develop the UI are connected to the lack of functions like
virtual machine statistics & charting, sophisticated resource accounting, and application management.

That is what we are trying to add to Cloudstack-UI. The work is still in progress. But for now we have already covered
lots of features that make CloudStack more good-looking, intuitive and convenient.

Project on GitHub.
Join the CloudStack-UI LinkedIn Group.

1.1 Project History

This page provides some background about the project, describes what CloudStack-UlI is, and why it was developed.

At Bitworks Software, we have been running an ACS public cloud for 3 years (actually we still run CS 4.3 cloud in
production). And we have found that average users who are familiar with Digital Ocean, Amazon AWS, and other
VPS management systems feel uncomfortable with original CloudStack UI and make a lot of operational mistakes.



https://github.com/bwsw/cloudstack-ui
https://bitworks.software/en
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That is why we have decided to implement a convenient and neat end-user facing UI covering regular activities, which
are important for day-to-day VM management.

There are several aims we strived to achieve with the new Ul:
1. The first goal is to make the UI more intuitive in terms of usability, business processes and typical use-cases.

2. As nowadays people move further from desktop PCs and go full mobile, we wanted the UI to have a support for
that. Having a full control of your cloud from a smartphone, what could be better?

3. One of the major goals we want to achieve is to build a UI that is possible to support for many years. That’s
why we have to use only modern technologies.

4. From the technical perspective we also want the UI to support additional meta-information like descriptions,
colors, groups, helpers. All of that is not supported by the native UI and it could be used to add some additional
semantics to the entities that user has: like Vms, snapshots and so on.

5. The next key point that we wanted to cover with the new Ul is to have some extra features beyond the func-
tionality that CloudStack provides, e.g. DNS management, helpdesk integration, PaaS management, runtime
statistics charts and monitoring.

6. And a final goal is to have a community support that could help us to improve the product and provide better
user experience for the CloudStack users.

1.2 Implementation Details

Designed compatible with Apache CloudStack 4.10 and has been tested for 4.9.
Powered by Angular and Material 2.
Tested and works fine in next modern browsers:

* Google Chrome 60.0.3112.78

¢ Chromium 60.0.3169.0

* Mozilla Firefox 54.0.1

e Safari 5.1.7

* Internet Explorer 11.483.150630

1.3 Documentation

The documentation for the project is presented in the CloudStack-UI User Guide that explains to average users how to
use the UI when working with CloudStack. It also includes explanations on managers’ part clarifying how to manage
the cloud infrastructure via CloudStack-UI.

We hope the new features we support will be useful for both end-users and administrators.

1.4 How to Contribute

CloudStack-UlI is an open-source project. It is developed by an open and friendly community. Everybody is welcome
to contribute and engage with the community. We are happy to accept any contribution. You can contribute to the
project development in various ways:

4 Chapter 1. Overview
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1. Share the information about the project with other people, try to install the UI and share your opinion with us
and your colleagues.

Propose useful features. Ideas are always welcome.

Deploy it somewhere and inform us about your success story and we will share it in the adopters section.
Fix bugs and send us the PR.

Implement a feature from the Roadmap or simply make something new.

Support and promote the development of specific functions which are important to you and may be shared.

NS R » N

Provide testing environment for other deployment schemes. Now we interested in testing the app with
(a) KVM with RBD
(b) Xen with NFS, Local, RBD
(c) Oher browsers and operating systems

8. Hire us for frontend or backend development of custom software development projects. Take a look at our
website to know where we can be useful. Take a look at our presentation to learn more about us.

To contribute, just contact us via e-mail: info@bw-sw.com

1.4. How to Contribute 5
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CHAPTER 2

CloudStack-Ul User Guide

CloudStack-Ul is created to make it easier for end-users to use cloud infrastructure - to view and use their cloud
resources, including virtual machines, templates and ISOs, data volumes and snapshots, security groups, and IP ad-
dresses.

The documentation gives precise instructions on working with the interface. The Ul is quite intuitive and user-friendly,
but we still advise studying the documentation first to get deeper insight of the features.

Here is the documentation structure:

2.1 Start Working With CloudStack-Ul

Contents

 Start Working With CloudStack-UI

Logging In

Resource Usage

Notifications on Pending Operations

— Adding Custom Scripts

Support Information in Error Messages

This page is aimed to help you to make first steps at CloudStack-UI. If you have never worked with CloudStack before,
you should start with installing the CloudStack platform. Follow the instruction in the official documentation.

Then deploy CloudStack-UI (see the instructions for deployment).



http://docs.cloudstack.apache.org/en/4.11.1.0/installguide/index.html
https://github.com/bwsw/cloudstack-ui#deployment
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2.1.1 Logging In

To enter the platform use your credentials provided by an administrator:

Note: Required fields are marked with asterisks (*).

» User name * - The user ID of your account.
e Password * - The password associated with the user ID.
* Domain - Specify domain when you log in. CloudStak-UI supports three ways to do it. Choose the one which
is more convenient for you:
1. Enter a domain in the field under the “Show advanced options” button

2. Administrator can set a domain in configurations. Domain field will be prepopulated with the specified
value. It is more convenient for a user as he/she does not need to enter the domain every time at logging

in. In this case the domain field can be hidden by clicking . Find more information on the feature
configuration at the configuration guide.

3. Another way to log in is to enter a URL in the format http://<ip-address>/login?
domain=<domain>. The domain will be prepopulated in the logging in form with the value that is
specified in the URL. Please, note, the domain value in URL will override the domain set in the configura-
tions by Administrator.

Push “Login” to proceed to CloudStack. You will see the first section - Virtual Machines.
To the left you can see the main navigation bar. It shows the user name and allows moving from section to section.

When entering the system, a user sees the Virtual Machines section at the second level of the menu. At the first level,
the main navigation bar has two expandable sections with the following nested menu items:

¢ Virtual Machines

Virtual machines

Storage

Images

Snapshots
Firewall

SSH keys

Logout
e Accounts

— Accounts

Activity log

Settings

Logout

Note: The Logout section is placed at both levels.

To move between levels, click E and then one of the two levels.

8 Chapter 2. CloudStack-Ul User Guide
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cloudstack

open source cloud computing

Username *

Administrator

Password *

Domain

Administrator

LOGIN

2.1. Start Working With CloudStack-Ul
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Resource usage v a

ds ac Select zones v  Select groups * Select states *  Group by -
ource cloud computing

user

Q search
@ Virtual machines
o=
-
o= Storage
© Images Mo results

a Snapshots

e Firewall

Or SSH keys

E Logout

2.1.2 Resource Usage
In this section you can see the resource statistics: used and free VMs, computational resources, volumes and storage
space.
Unfold Resource Usage panel in the upper part of the screen. It provides information on the following resources:
1. Virtual machines;
2. Computational resources - CPU, RAM;
3. Volumes and snapshots;
4. Storage - primary and secondary.
You can switch between used or free resources by clicking the option you need above the resource data list.
A user can see the resource usage statistics for his/her user only.

A Domain Administrator can view resources for his/her account and for the whole domain.

2.1.3 Notifications on Pending Operations

a

In the upper-right corner of the screen, you can see the list of pending operations by clicking a bell button *= .
It informs you of the latest operations in the system. You can clear the list after its reviewing by deleting every
notification one by one or by clicking “CLEAR ALL” at the list bottom.

Alongside with the notification panel, the action completion confirmation additionally appears in the snackbar notifi-
cation at the page bottom.

In case of errors at data loading the snackbar also notifies of them. In this case it has a refresh button that refreshes the
whole app.

10 Chapter 2. CloudStack-Ul User Guide
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dstack

oper ce cloud computing

& Virtual machines

&% Accounts

E Logout
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CSUI Documentation, Release 1.410.18

stack

cloud comput

b Virtual machines

E Storage

e Firewall

Or SSH keys

E Logout

cloud computing

oy Virtual machines
E Storage

© Images

a Snap

6 Firewall

O¥ SSHkeys

E Logout

Resource usage - a
Used Free
Virtual machines Computational resources Volumes Storage
Number 1777 (0%) CPUs 1/40 (3%} Volumes 5/777 (1%) Primary 53/200 GB (27%)
RAM 0.5/8.0 GB (6%) Snapshots 11/60 (18%) Secondary 52.095818/400 GB (13%)
Select zones ¥  Select groups ~  Select states ~ Group by -
Q search
=
® vm-user-155 H
05: Core0S
176.120.29.115
cPU RAM DISKS
1x1000
MHz 512.00 MB | 5.00 GB
Resource usage v a
Select accounts ~ Select zones ~ Select groups ~  Select states ~  Group by Pendmg operat\ons
v VM stopped
Q search
v VM started
1
v VM started
@ vm-user-1 H @ vm-user-2 H ® vm-user-102 H
Vv VM stopped
05S: Apple Mac 05 X 10.6 (32-bit) 05: Ubuntu 16.04 (64-bit) 05: Core0s
176.120.29.138 176.120.28.175 176.120.29.78 CLEAR COMPLETED
CcPU RAM DISKS CPU RAM DISKS CPU RAM DISKS
1x1000 1x1000 1x1000
MHz 1.00 GB 8.00 GB MHz 1.00 GB 8.00 GB MHz 523.00 MB| 5.00 GB
vm-381 ® vm-develop-168 H

® vm-develop-170v :

0S: Apple Mac 05 X 10.6 (32-bit)
176.120.29.251
cPU
3x2000

RAM DISKS

789.00 MB| 8.00GB

® vm-user-10 :
05: Core05
176.120.29.190
cPu RAM DISKS
IX1000 515 0o Mg | 5.00 GB

0S: Apple Mac 0S X 10.6 (32-bit)
176.120.29.125

CPU RAM DISKS
3x2000
MHz 789.00 MB| 8.00 GB

® vm-resource-12

0S: Debian GNU/Linux 8 (64-bit)
176.120.29.220

cPu RAM DISKS
4x1200 15 50 Gs | 100.00 GB
MHz

12
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Selact types
Templates | 1so  Select OS families ~ My ~  Select zones - Group by - a
Pending operations
Q search
v Template deleted
=
° 11111 H ° http://cloud.centos. H Q template with agre. H ° Templatel H ° Templatel CLEAR COMPLETED
05: Apple Mac 05 X 10.6 (32-bit) 05: Apple Mac 0S X 10.6 (32-bit) 0S: CentOS 5 (32-bit) 05: Apple Mac 0S X 10.6 (64-bit) 0S: Apple Mac 05 X 10.6 (6« 0S: Apple Mac 0S X 10.6 (64-bit)
Description: sich bbb Description: http://cloud.centos.org... Description: template with agreeme... Description: Template from snapsho. Description: Template fromynapsho... Description: Template from snapsho.

® Templatel

® Templatel ° Templatel H e Templatel H ® Templat:

05: Apple Mac OS X 10.6 (64-bit) 0S: Apple Mac OS X 10.6 (64-bit) 05: Apple Mac 05 X 10.6 (64-bit) 0S: Apple Mac OS X 10.6 (64-bit) 0s: Apple Mz 05 X 10.6 (64-bit)

Description: Template from snapsho... Description: Template from snapsho. Description: Template from snapsho... Description: Template from snapsho. Descriptig

cloudstack

urce dloud computing

2 user
& Accounts

B Activity log

£ settings

5] Logout

Security
Change password

New password

Repeat password

Session timeout (in minutes)

300 B

[] save vM passwords by default

API configuration §
API Key
BABDZ5K6]v2WI2C6rvaNs06Ub [
Secret key
nll-e0QUCIwsSyOTKiKFYN39eG [T
Connection URL
http:/cs-ui-ci.bitworks softwar...
Documentation
https://cloudstack.apache.org...

VM preferences

Keyboard layout

Standard (US) keyboard -

2.1. Start Working With CloudStack-Ul 13
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2.1.4 Support Information in Error Messages

A user can add the information on support services to all error messages to let users get assistance faster in case of
a failure. Support information should be specified in the support—-info.md file stored in a special folder of the
project. It may include contacts e.g. phone numbers, emails or any other details.

The specified support details will display under a drop-down menu. Click it in the error message window to expand it.

VM snapshot can not be created. Contact
your administrator

Support information ~

For more information contact your administrator.

oK

Localization of the file is supported.

2.1.5 Adding Custom Scripts

We support adding custom JavaScript scripts to extend the UI functionality with the services necessary for a user. For
example, using custom scripts a user can add JivoSite or Google Analytics widgets to the interface.

Custom scripts are added at running the CloudStack-UI Docker-container. All that a user should do is to define
the /scripts/custom. js custom script content and map it via a Docker-volume. By default, the /scripts/
custom. js file is empty.

As a result, you can see the added service in the Ul:

2.2 Virtual Machines

Contents I

14 Chapter 2. CloudStack-Ul User Guide
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Account  Domain

Resource usage

Used

Free

Virtual machines Computational resources Volumes Storage
P — Number 0120 (0%) cPUs 0140 (0%) Volumes 0120 (0%) Primary 0.0/200.0 GB (0%)
Slomge RAM 0.0/31.0 GB (0%) Snapshots 17130 (57%) Secondary 102.5/400.0 GB (26%)
Images
D Select accounts v Selectzones ~  Select groups v Select states ~  Groupby -
Firewall
Qsearch
SSH keys
View logs
Logout ed ®nva
0S: Cent0S 7.2 0s: Centos 7
176.120.20.40 176.120.28.254
cPuy RAM DISKS cPu RAM DISKS
1X1000 MHz| 512.00 MB | 20.00GB 4x1060 MHz | 530.00MB | 10.00 GB

jvosite ‘

e Virtual Machines

Virtual Machines List

x Filtering of Virtual Machines

Create a Virtual Machine

* Possible Issues When Creating a Virtual Machine
x View API logs at VM creation failures
VM Action Box

VM Details Sidebar

* Virtual Machine Tab
x Storage Tab
- Volume Action Box
- Snapshot Action Box
Network Tab
Tags Tab

*

*

— Access a Virtual Machine
% VNC console
* SSH

+ HTTP

Virtual Machines is the starting section. Here and in all other views we have implemented a “one-step” approach, and
we also made it work without moving from view to view. So all actions on VMs can be managed from one screen
view.

In this section you can perform actions over a VM that is create, start, stop, delete it. Besides, here you can configure

2.2. Virtual Machines 15
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the machine editing its service offering parameters, group, firewall rules. Finally, you can access a VM selecting the
most appropriate way. We support three options for accessing a VM: via the console, SSH or HTTP.

Below you will find the detailed information on the aforementioned options for VM management via CloudStack-UI.

2.2.1 Virtual Machines List

At this page, you can see the list of your virtual machines available to your user only.

= Resource usage - a
cloudstack B
op e cloud computing
& cer Virtual machines Computational resources Volumes Storage
- Uus
Number 1/777 (0%) CPUs 1/40 (3%) Volumes 5/777 (1%) Primary 53/200 GB (27%)
o Virtual machines - '
RAM 0.5/8.0 GB (6%) Snapshots 11/60 (18%) Secondary 52.095818/400 GB (13%)
E Storage - — —
© Images
Select zones ¥  Select groups ~  Select states ~ Group by -
ﬂ Snapshots
e Firewall Q search

©OF S5H keys

E Logout

® vm-user-155

05S: Core0S

176.120.29.115
CPU

1x1000
MHz

RAM DISKS

512.00 MB | 5.00 GB

If you are a Domain Administrator you can see the virtual machines of all users in the domain.

You can change the data representation of existing virtual machines from “card” to “list”. We have added the switch

T
mm= /WEE in the upper-right corner of each section. This improvement gives a user an opportunity to work with data
in each specific section in a more convenient way.

A list view can be switched to a box view:

4

I VM1 176.120.28.7 CPU: 1x500 MHz RAM: 512.00 MB DISK5: 10.00 GB 0S Ubuntu 14.04 (32-bit)

And vice versa, switch a list view to a box view:

For each VM in the list you can see the following information:

16 Chapter 2. CloudStack-Ul User Guide
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ﬂE

& VML
0S Ubuntu 14.04 (32-bit)
176.120.28.7
cPU RAM ‘ DISKS
1x500 MHz | 512.00 MB | 10.00 GB

¢ VM name and IP;

* State - shows the VM state by color spot: green for Running, red for Stopped, yellow for changing status;
* OS family;

* CPU;

* RAM;

* Disks.

To the right the Actions button * expands the list of actions available for the VM.

Filtering of Virtual Machines

The filtering and search tool will help you to find a virtual machine in the list.

= Resource usage -~ A
cloudstacl R
cloud computing
K3 Virtual machines Computational resources Volumes Storage
Number 1777 (0%) CPUs 1/40 (3%) Volumes 5/777 (1%) Primary 53/200 GB (27%)
o Virtual machines - '
RAM 0.5/8.0 GB (6%) Snapshots 11/60 (18%) Secondary 52.095818/400 GB (13%)
& storage —_ — —
© Images
Select zones ~*  Select groups ~  Select states ~  Group by -
[ snapshots
e Firewall Q search
OF SSH keys -
=

E Logout

® vm-user-155

05S: Core0S
176.120.29.115
CPU RAM DISKS
1x1000
512.00 MB | 5.00 GB
MHz

You can filter the VM list by accounts (available for Domain Administrators) and/or zones and/or groups and/or states.
In the drop-down lists tick the filtering parameters and see the immediate result.

2.2. Virtual Machines 17
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Besides, VMs can be grouped by zones and/or groups and/or colors and/or accounts. Grouping makes it easier to
identify necessary VMs on the list.

Resource usage -

Account Used
Virtual machines Computational resources Volumes Storage
CPUs 5/40 (13%) Volumes 10/20 (50%) Primary 75/200 GB (38%)
. — ——
Number 5/20 (25%)
— ) )
RAM 2.5/31.3 GB (8%) Snapshots 12/20 (60%) Secondary 40/400 GB (10%)
— ——— —
Select zones Select groups
Select accounts ~  Tomsk - Group 1 v  Select states - Group by -
Q Search

S

O vm-user-1
0S Ubuntu 14.04 (32-bit)

176.120.28.11

CPU RAM DISKS
1x500 MHz 512.00 MB 18.00 GB

Use the search tool to find a virtual machine by its name or a part of the name.

Under the Virtual Machines section, you can open a form to create a new virtual machine.

2.2.2 Create a Virtual Machine

Creating a new VM in CloudStack-UI is a one-step action. You can select options from one screen without additional
steps.

Please, note that a virtual machine is created with a root disk so you do not need to add any volume at the VM creation
step. If necessary, you can add a data disk to the VM later.

To create a new VM click the “Create” button o at the bottom-right corner.
The New virtual machine form contains two tabs: General and Advanced.

In the General tab the following fields should be filled in:

Note: Required fields are marked with an asterisk (*).

1. VM display name * - A name of VM that will be displayed in the machine list and in any other interface place
(except VM details). You can define here any VM name you wish.

2. Zone * - A zone of VM operation. Select a zone from the drop-down list. The list of available zones is
managed by a Root Administrator. More information about zones in CloudStack can be found in the official
documentation.

3. Service offerings * - Select a set of options and resources for a VM, such as templates for creating virtual
machines, disk storage, and other. In the block of the form, a default service offering displays if it is specified
in the configuration file.

18 Chapter 2. CloudStack-Ul User Guide
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New virtual machine

General

VM display name

VM display name *

Zone

Tomsk

Service offering

Service offering: custom - 1x1000 MHz, 512 MB

Installation source

05 template: coreos-1745.7.0-5gb

Disk size

CANCEL CREATE

Click “SELECT” in the Service Offerings block and choose any other option you wish in the modal window.

The list of available service offerings is managed by an Administrator. Service offering availability is determined by
zone in the configuration file. Service offerings are devided into two lists: Fixed and Custom.

Fixed service offerings are the offerings with fixed parameters. They can not be changed.

Custom service offerings are offerings with adjustable parameters. You can set the amount of CPU cores, CPU memory
and Network rate as you need.

By default, the dialog box opens at a list the default service offering belongs to (if it is defined in the configuration
file). If no default offering is defined, the Fixed list opens first. If there are no offerings in the Fixed list, the Custom
list of offerings opens first. If there are no available service offerings in either of the lists, you will see a notification.

Use the switcher “Fixed/Custom” above the list to select a necessary type of offerings.

If service offering classes are determined in the configuration file (see the configuration guide), the list of service
offerings is displayed as a list grouped by the determined classes. You can filter the list by classes using the filtering
tool above the list. Classes provide additional semantics defining the purpose of VM.

You also can use the search tool to find an option in the list by a name or a part of the name.
Fixed Service Offerings

For fixed service offerings the parameters are provided in the table per each option. Four main parameters are provided
by default. They are:

¢ CPU Cores;
* CPU (MHz);
* Memory (MB);
¢ Network Rate (Mb/s).
Click “SHOW DETAILS” to the right to expand the range of parameters. Scroll the table to right and you will see:
¢ Disk read rate (Mb/s);
¢ Disk write rate (Mb/s);

2.2. Virtual Machines 19


https://github.com/bwsw/cloudstack-ui/blob/master/config-guide.md#service-offering-availability
https://github.com/bwsw/cloudstack-ui/blob/master/config-guide.md#compute-offering-classes

CSUI Documentation, Release 1.410.18

New virtual machine

General Advanced User data

VM display name

VM display name *

Zone

Tomsk

Service offering SELECT

Service offering: custom - 1x1000 MHz, 512 MB

Installation source

05 template: coreos-1745.7.0-5gb

Disk size

20 Chapter 2. CloudStack-Ul User Guide
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Choose service offering

Custom

Select classes

Q Search

Class 1

Class 1 description

Medium Instance

Common

Small Instance

full-params

CPU cores CPU (MHz)

CPU cores CPU {MHz)

MNetwork rate
(MB/s)

Network rate
(MB/s)

®
O

SHOW DETAILS

CANCEL SELECT

2.2. Virtual Machines
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¢ Disk read rate (I0/s);
¢ Disk write rate (IO/s).
You can hide the additional parameters by clicking “HIDE DETAILS”.

Choose service offering

Fixed Custom

Q\Search

Common

Network Disk read
rate (MB/s) rate (MB/s)

CPU cores CPU [MHz)
Small Instance

Medium Instance

full-params

HIDE DETAILS

SELECT

Choose the option in the list and click “SELECT” below.
The settings will appear for the VM service offerings.
Custom Service Offerings

For custom service offerings the parameters are also provided in the table per each option. Besides, you can see more
parameters by clicking “SHOW DETAILS”.

By selecting an option in the list, you open a modal window where you can set values for the following parameters:
* CPU Cores;
* CPU (MHz);
* Memory (MB).
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Choose service offering

Fixed Custom

c')\Sraan:h

Commaon

Network rate
(MB/s)

CPU cores CPU (MHz)
Small Instance

Medium Instance

full-params

SHOW DETAILS

CANCEL SELECT

&
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These parameters can be predefined in the configuration file by an Administrator. The values specified there will be
used as default parameters for a custom service offering.

Administrators can set limits for custom service offering parameters in the configuration file. That means you cannot
set values larger than the limits specified for custom service offerings.

Besides, the system checks the available account resources. And if you try to enter a value larger than the available
amount of resources, the system will automatically change it to the maximum available value.

Custom offering

CPU cores

5l

CPU (MHz)

1000

Memory (MB)

512

CANCEL CONFIRM

Click “CONFIRM” to set the custom service offering parameters. The modal window will close and the set values
will appear in the list for the selected custom service offerings option. Click “CANCEL” to drop all the settings.

Click “SELECT” below the list to assign a selected service offering to your machine. The custom settings will appear
for the VM service offerings. Custom service offering parameters are saved to account tags (see the list of tags) if they
are supported for the account. This will make it easier for you to use saved custom parameters for service offerings
next time at VM creation as they will be predefined in the form automatically.

Note: The system checks the amount of available account resources. In case a selected service offering does not fit
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the amount of available account resources, a warning message will appear saying the offering cannot be selected.

4. Installation source * - Select an installation source - a Template or an ISO file - that will be used to create the
machine from. In the block you can see the installation source selected by default. Click “Select” to choose an
installation source you wish. In a modal window you will see a list of templates/ISOs with the “Ready” status
available for the selected zone as well as for user’s account or the whole domain.

The filtering tool allows finding a necessary option by selecting among templates/ISOs by OS families, types
and groups, or search the source by a name or a part of its name.

Tick the source in the list and click “SELECT” to implement the selected source.

Click “CANCEL” to drop selected options. No source will be selected then.

Installation source

Select 05 families Select types

Templates SO Linux, Windows, ... = My, Featured, Co... ~

Q search

0 coreos-1745.7.0-5gb
SSH key-based authentication only

debian-940-np-10gb
Debian 9.4.0 64bit 10GE

egewg

Template

9 Template 1

123

ubuntu-1404-np-10gb
MetPoint Ubuntu 14.04 Server Image

CANCEL SELECT

The Disk size slider below the Installation source block allows changing the size of a root-disk of the VM. The
default minimum size is determined by the account limits and shown in the number field. Move the slider or enter a
number value in the field to set the root-disk size.

5. Disk offering - Available if ISO is selected as a source. Here you can see a disk offering preselected for the
machine. To choose another disk offering open a modal window by clicking “SELECT” in the disk offering
section and choose a disk offering in the list of available disk offerings. The list of available options is managed
by an Administrator. Disk offering availability is determined by the zone defined in the configuration file.
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MNew virtual machine

General Advanced User data

Name

Vim-user-153

Zone

Tomsk

Service offering

Service offering: custom - 1x1000 MHz, 512 MB

Installation source

05 template: coreos-1745.7.0-5gb

Disk size

@
b

CANCEL CREATE
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Choose disk offering
@ ssd.custom Custom Size SSD Custom .

() ssd.10GE SSD 10GB 0GB «

() abc SSD 10GB 10GB

CAMCEL SELECT
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For each disk offering you can expand detailed information by clicking the arrow icon or the whole line in the list. In
the appeared section you will see a range of parameters. The following parameters are shown by default:

¢ Bandwidth (MB/s): Read/Write rates;
¢ JOPS: Read/Write rates and Min/Max values;
* Storage type;
* Provisioning type;
* Creation date.
Use the scrolling tool to view them all.

More parameters can be added via the configuration file by an Administrator. Select a disk offering in the list and click
“SELECT”.

If the selected disk offering has a custom disk size (it is set by Administrator), you can change the disk size. Move the
slider up to the volume size you wish.

Note: If you do not have enough account resources, you will not be able to select the disk that does not fit the available
amount of resources - an error will display.

Find more about disk offerings in the official documentation.
In the Advanced tab you will find the following fields:

1. VM host name - This is a hostname for the machine. It will be shown only in the Virtual Machine tab of the
VM details sidebar. The field is optional. You can enter any name you wish but it should start with a Latin letter,
contain figures, Latin letters and ‘-’ (up to 63 symbols) and be unique within the zone. If the field is left empty,
the system auto-generates a name in the following form: vm—<UID>.

2. Group - Select a group from the drop-down list. Or create a new group by typing its name right in the field. If
no group is assigned, a Default group will be displayed for this machine.

3. Affinity group - Select an affinity group in the list or create a new group filling in the form. By clicking
“SELECT” in the block you open a form with the list of existing groups and a creation block above the list.

Create an Affinity group. To create a new affinity group you should fill in the form at the top of the
dialog box:

e Name * - Enter a name for the group. The name should contain letters, figures, start with a letter
and should not contain spaces. Maximum length is 63 symbols.

* Type * - Select type of the group - “anti-affinity” or “affinity”.

* Description - Provide a short description. Maximum length is 63 symbols.
Click “+” to add the new group with the specified settings to the list.
Select a group. Click on a group in the list and press “SELECT”.
What an affinity group is you can read in the official documentation.

4. Firewall rules - Allows to select a security group for the machine. A default security group, if it is defined in
the configuration file, is selected by default. If you want to change it, click “EDIT” to select another security
group for the VM. In the appeared window choose between “Create new” or “Select Shared” options.

Create a new security group

A new security group can be created on the base of templates. This security group will be created as
a private group used for this VM only.
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Choose disk offering

@ ssd.custom

Custom Size S5D

Bandwidth (MB/s):
I0PS:
I0PS:

Storage type:
Provisioning type:
Created:

Read 95 Write 95
Read 1000 Write 1000
Min - Max -

Local
Thin
5/30/2018, 5:54 PM GMT+7

CAMNCEL

SELECT
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New virtual machine

General Advanced

Name

vym-user-1

User data

Zong

Tomsk

Service offering

Service offering: custom - 1x1000 MHz, 512 MB

Installation source

0S template: Archlinux 2018.06.01 64bit

Disk offering

ssd.custom

Disk size

@

N

CANCEL CREATE
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New virtual machine

General User data

VM host name

VM host name

Group

Default group

Affinity group SELECT

None

Firewall rules

default

SSH keypair

No SSH key

Start vM

CANGCEL CREATE

When creating a new security group, you can see the templates in the “All templates” section of the
modal window. To form your custom security group, select a template in the “All templates™ list at
the left and move it to the “Selected templates” list at the right by clicking the arrow icon:

Click “SELECT ALL” to move all templates from left to right at once.
Click “RESET” to drop all selected templates.

In the list below you will see the rules corresponding to the selected templates. All of them are
checked as selected. Uncheck those you do not wish to add to your VM as firewall rules.

Click “SAVE” to apply the selected rules to your virtual machine.

Click “CANCEL” to drop the selected options. No rules will be assigned to the virtual machine. You
will return to the “Create new virtual machine” window.

Select Shared security group

If you would like to select an existing group of firewall rules, you can click the “Select Shared”
option and tick those groups in the list that you want to assign to your VM. The security groups in
the Shared list are used by other VMs in the domain. That means you won’t be able to uncheck some
rules in the group that you do not want to include into the list (like at creating VM from a template).
You can assign only the whole shared security group to your VM.

You can edit a shared security group after the VM is created. In the Network tab of the VM details
sidebar the assigned shared security group(s) can be viewed and edited. Please, find more information
on security group editing in the Network Tab section.

Click “Cancel” to drop the selected options. No rules will be assigned to the virtual machine.

5. SSH keypair - Select an SSH keypair. The list of keys contains the SSH keys available for the account under
which the VM is being created. Find more information on SSH keys in the SSH Keys section.

6. Start VM - Tick the box to start the VM right after its deployment. If this option is activated, the VM acquires
an IP and a password (if required by the template). If it is not, the machine IP is not available till VM is started,
no password is assigned to it.
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Build a new security group

Create new Select Shared

All templates SELECT ALL Selected templates

TCP Permit All
UDP Permit All

ICMP Permit All

Network rules

CANCEL SAVE
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Select an existing group

Create new Select Shared

default
Default Security Group

O

CAMNCEL SAVE

2.2. Virtual Machines 33



CSUI Documentation, Release 1.410.18

In the User data tab you can add any custom data for the machine. It allows adding necessary settings to the machine
and deploying it configured with necessary services. In this tab, you will find a text area, where you can enter the
configurations in any format. The maximum allowed size of data is 32 KB.

New virtual machine

General

User daia
#cloud-config
puppet:
conf:
agent:
server: "puppetmaster.example.org”
ca_cert: |
--—BEGIN CERTIFICATE-—---

MIICCTCCAXKgAWIBAGIBATANBgkghkiG 9w0BAQUFADANMQSWCQYDVQQDDAJY
The
FwOxMDAYMTUxNzI5MjFaFwixNTAYMTOQxNzISMjFaMAOxCzAJBgNVBAMMAMMNRM
1GT
MAOGCSgGSIb3DQEBAQUAAIGNADCBIQKBIQCUTQA0smATIELIPHIBAYBVIFWG
Pgc
b0140mNoX7dgCxTDvps/M8VwE55PdAFsSWS+QhsGralIINI3KS YprFQe Y7 ABINWU
1MASW2CIaEIQEI9F1R3R4QIz4ix+INoHIUDTjazw/ZWEdxaQXQVLwgTGRwWa+aA
qbutJKI93MILLWIDAQABo3kwdzA4BglghkgBhwhCAQOEKXYpUHVWCGYOIFILYnky

T3BIbINTTCBHZWSIcmFOZWQgQ2VydGImaWNhdGUWDWYDVROTAQH/BAUWAWE
BizAd

BgNVHQAEFQUUA+HB+GYESVxX0+0lLOANevspAWCWYDVROPEAQDAGEGMADG
C506 v

CANCEL CREATE

Once all fields are filled in, click “Create™.

For some templates/ISOs used at VM creation you are offered to accept a “Template/ISO Terms and Conditions
Agreement”. An administrator is able to specify an agreement for a template or ISO. An agreement may determine,
for example, software licensing terms or restrictions on the liability of the software template vendor. A user must
confirm it to continue VM installation from a chosen source.

If you are creating a virtual machine on the base of a template/ISO that requires an agreement, read the terms in the
appeared window and click “I AGREE” to continue.

Or click “CANCEL” to close the terms and move back to the creation form. Change the installation source.

After clicking “CREATE”, a dialog window will appear where you can monitor the VM creation process: security
group creation, virtual machine deployment, template tags copying, etc. These procedures are fulfilled one by one. A
procedure in progress is marked with a spinner in the message. In case of an error occurring at any VM creation step,
a user can understand at what step it has happened.

Once the VM creation process finishes, the success message will inform you of that.

The message will show the list of all creation steps and the virtual machine information:
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License

L. Ovenview.

3. Appicabity, Tris aqreement appies to the Windows software that i preinstalied on your device, or acquired from 2
retaier and installed by you. the madia on which you receiued the rts, i, images o saund
Bles incloded with the saftware, and aiso any Mirosoft updates, forthe sftmare,
s it come wah e, It s o Wi 5 devopes by Mot ot e rcoreky
suth 25 mail, contacts, music and photos that
e geting et o e v vl o ot Sorke o o e 8o mo S

b, Aditionsl terms. Aditionsl Microsoft and thid party terms may apply to your use of certain features, services and
apps, depending on your device’s capabiltes, how it is configured, and how you use i Please be sure fo fead them.

(3 Some Windows 3pps provide an access point 10, o rely on, online senvies, and the use of those services s
sometines goered by Separte s and pvacy o, ich s te Mot Saves Agaament

o e Yo 1 Shs s v sy ok 1 e s f v o o s s, 35

it Toesoies 1o s vt m al e

) Microsof, the manufacturer orinstaller may incude additional apps, which will be subjectto separate icense terms
and privacy pofces

(i} The saftware includes Adobe Fiash Player that i fensed under ferms from Adabe Systems Incorporated ai
(akamsfadobeflash]. Adobe and Flash are either regstered trademarks or trademarks of Adobe Systems Incorporated
in the United States andor other counties.

) Toa sfwar may ict th arty progrars tat re e 1 you nder s areemen. o undr e
e, e 350 3k pow OgETe, 3. o 5t g o be viewed ¢

fripndeietion

1 To the extent nclused with Windows, Word, Excel, Powerboint and OneNote are licensed for your persanal, ran-

commercial use, unless you have commercial use rights under 3 separste sgreement.

nstalation ans Use Rights

3. License, Tha software s lcenzed, not sokd, Under this agracment, we grant you the Figntto install and run one

instance of the zoftware on your device (e ficenzed device, for use by one person st 3 tme, 2 ong

it allhe o of s Sgreement. Updatng or upgading fom non-gnuine sfonre wihsofware o Wil or
‘gemine, and in tht stuation,

Yo 5t vove 3 e ot sfware

5 Deve.Intis areement, “devce” meas  erdvare e heter gyl or il i an tera rsge
Gevice capable of running the software. & hardware partition or blade is considered to

€. Restrictons. The manufacturer o installer and Microsoftreserve all ights (such a5 fights under nteliectual poperty
Iams) not expressly granted i this agreement. For exampe, ths license does not give you any ght to, and you may
not:

(3 use or virtusine features of the softuare szparatel;

(@) publsh, copy lother than the permitted backisp copy), ren, lease, oflend the software:

(@) transfer the saftware (except a5 permittad by this agreement);

(i) Work a1ound any technical restrictions or imitations in the software

multaneots use by
multiple Users over 3 network. instal he software on  server and alow users 1 access  remlely. o nstal the.
software on 3 device for use only by ramete Users;

(vi) reverss engineer, decompl, or disassemble the software, or SHEMptto 8 5, Excapt and only s the extent that

the foregingrsiion ) penied by pplctle o [0 pered by it frms ovemingthe seof e
be incuded or (c] required. Torares censed

e e G s Gonars Pblc Lieroe wheh 372 cksid wih 3 fnked 0 1 softmare a0

i) when using Intemmet-based features you may not use those features in any way that could interfere with anyane else's
of them, or to ry to gain access to or use any service, Gata, account, of Petwork, in an unauthorized manner.

CANCEL  IAGREE

Creating a security group... /
Deploying the virtual machine...
Copying template tags...
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Creating a security group... OK
Deploying the virtual machine... OK
Copying template tags... OK
Deployment finished

Virtual Machine Successfully Created

Virtual machine name: vm-user-17
Password: QgF4Eg 9
IP: 176.120.28.10

ACCESS VM CLOSE

* VM name and IP (if it is available),

* VM Password - This field appears after the VM creation if a password is enabled for the template used for
creating this machine. A password is autogenerated. Click “SAVE” next to it in the dialog window if you want
to save it for this VM. The password will be saved to the VM tags. You can see the saved password later by
clicking “Access VM” in the Actions box for this machine.

The system will ask you if you wish to save passwords to VM tags by default for the virtual machines created in the
future. Click “Yes” and the “Save VM password by default” option will be activated in the account settings:

It means the password will be saved to tags automatically for all created virtual machines.
From this window, you can access the VM opening VNC console.

Close the dialog window and make sure the newly created VM is in the list of virtual machines.
Click “CANCEL” to drop the VM creation.

Below, we have summarized possible issues that may take place at VM creation.

Possible Issues When Creating a Virtual Machine

You can face the following issues when creating a virtual machine:
* Lack of resources.

An important thing in CloudStack-UI is that the system immediately checks that a user has the amount of
resources required to create a virtual machine. It does not allow launching the creation of a VM which will fail
for sure because of the resource lack.

If you lack the required amount of resources, the message will appear when clicking “Create Virtual Machine”:
“Insufficient resources. You ran out of Primary storage.”
No VM creation form is available.

* VM host name you specified is not unique.
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Creating a security group... OK
Deploying the virtual machine... OK
Copying template tags... OK
Deployment finished

Virtual Machine Successfully Created

Password: Yk4cHc SRY.E

s 2

ACCESS VM CLOSE

Security APl Configuration WM Preferences  Account Tags  User Tags  Look and Feel  Log View (real-time mode)

Change password

New password

Repeat password

UPDATE
Session timeout (in minutes)
30

UPDATE

M save VM passwords by default

[
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If the name specified for the virtual machine is not unique within a zone, the dialog window after VM creation
will show an error. The VM will not be created. The creation form will be closed. You will have to open the
VM creation form and fill it in again. You will have to specify another host name for your VM or leave it empty
to let the system autogenerate a correct unique host name in the form of vm—<UID>.

View API logs at VM creation failures

In case an error occurs at VM creation, the dialog box shows the text of the error. Next to it, there is the “Details”
button. By clicking it you can open a list of raw logs including JSON requests to the server with their statuses. They
can be easily copied by clicking the copy icon below.

Deploying the virtual machine... Error

Copying template tags...

Maximum amount of resources of Type = 'user_vm' for Account
Name = nadya in Domain Id = 2 is exceeded: Account Resource
Limit = 2, Current Account Resource Amount = 2, Requested
Resource Amount = 1.

Details

REQUEST PARAMS RESPONSE

deployVirt ine"id": " 249a- { "uuidList™ [],
4a63-bd17- “emrorcode”: 535,
044dB8fb656c3", { "cserrorcode™; 9999,
"startVm": "true", “errortext": "Maximum
"keyboard"; "us", amount of resources of
"displayName": Type = 'user_vm' for
"nnn1", Account Name = nadya in
"serviceOfferingld”. Domain Id=2is
"76f51ecf-f3bf-4fld- exceeded: Account

afe8-2f735fe42145", Resource Limit = 2,
“templateld": Current Account
"5716abbd-44a7- Resource Amount = 2,

We implemented this feature to provide access to raw API logs and allow you to copy them and address the support
service to get assistance in solving the problem in the shortest time.

2.2.3 VM Action Box

Once a VM instance is created, you can stop, restart, or delete it as needed. These actions are available under the
“Actions” button - to the right from each virtual machine in the list.
It allows performing the following actions with the VM:

¢ Start VM - Allows a user to launch a VM,

* Stop VM - Allows a user to stop a running VM,

¢ Reboot VM - Allows a user to restart a VM,

¢ Reinstall VM - Allows a user to reinstall a VM,

38 Chapter 2. CloudStack-Ul User Guide



CSUI Documentation, Release 1.410.18

Resource usage v

C!PUdstaCk Select accounts ~  Select zones

-~  Select groups ~  Select states ~  Group by -
d computing
2 user
-
Q search
@ Virtual machines
E Storage
© Images ® vm-user-1 : ® vm-user-2 H
p Start
B snapshots 05: Apple Mac 0S X 10.6 (32-bit) 05: Ubuntu 16.04 (64-bit)
176.120.29.138 176.120.28.175 B Stop
. . CPU RAM DISKS CPU RAM DISK! LAM DISKS
.y G 1x1000 1x1000 O Reboot
1.00GB | 8.00GB 1.00GB | 8.00 G 00 MB| 5.00 GB
MHz MHz
Ov SSHkeys £) Reinstall
2] Logout vm-381 vm-develop-151 B Destroy 1168 H
©vr Resetpassword | x 106 (32-bit)
L] AccessvM ™ DISKS
.00 MB| 8.00 GB

0S: Apple Mac OS5 X 10.6 (64-bit)
176.120.29.127
CcPU RAM DISKS
1x1000 512.00 MB | 10.00 GB
MHz

@ vm-develop-170v H ® vm-user-10 H ® vm-resource-12 H
05S: Apple Mac 05 X 10.6 (32-bit) 05S: Core0S 05S: Debian GNU/Linux 8 (64-bit)
176.120.29.251 176.120.29.190 176.120.29.220
cPU RAM DISKS cPU RAM DISKS cPU RAM DISKS
3x2000 1x1000 4x1200
Mz | 789-00MB| 8.00GB MHz  |312:00MB| 5.00GB M 2.00 GB | 100.00 GB
® vm-user-156 H ® vm-user-55 H

0S: Ubuntu 16.04 (64-bit)
176.120.29.79

CPU RAM DISKS
3x1500
MHz 2.93GB 8.00 GB
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* Destroy VM - Allows a user to delete a VM. After deleting the virtual machine will remain in the system. It

will look faded in the list and can be recovered later.

Q Search
& VM1 :
05 Ubuntu 14.04 (32-bit)
176.120.28.7

CPU RAM DISKS
1x500 MHz | 512.00 MB 10.00 GB

To recover a destroyed VM (which is not expunged) open the Actions list and click “Recover”.

B Expunge

£ PRecover
&

Click “Expunge” to completely destroy the VM. The VM will not be available for recovering any-
more.

When deleting a virtual machine, if the machine has data disks attached, the system will ask you in
a dialog window whether these disks should be deleted. If data disks have snapshots, you will be
offered to delete the snapshots as well by activating a “Delete snapshots” option in the dialog.

Confirm your intention to delete disks (and snapshots) by clicking “Yes”. Click “No” to cancel the
disk (and snapshots) deleting.

* Reset password - Allows a user to change the password for VM (available for started VMs only in case a VM

requires a password). The VM will be rebooted if you reset the password.

After clicking “Yes” the VM will be rebooted and a new password will be autogenerated for it. You
will see the new password in the dialog window.

Click “Save” to save the password for this VM. It will activate the “Save VM passwords by default”
option in the Settings section (see Save VM passwords by default). In the future the password will be
saved automatically right at VM creation. Click “OK” to close the dialog window.
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Are you sure you want to destroy this virtual machine?
Expunge

NO YES

Delete this VM's data drives?

Delete snapshots

Are you sure you want to reset
password?

If your Virtual Machine is running it will
be rebooted.
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Password for VMO1 has been reset to
Z7MBP)

Password: z7MBEP| SAVE
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* Access VM - Opens an “Access VM” dialog window which allows to view VM name and IP, view and save a
password for the VM and access the VM via the VNC console.

Access VM

VMNC console

Login: root
Password: Not Set

Open VNC Console

In the Access a Virtual Machine section you can find more information on accessing a VM.

¢ Log View - This option is available if the Log View plugin is activated via the configuration file. It allows
creating and managing a secret token required for secure publishing of VM logs (see more details in the plugin
documentation).

Qsearcn

® user-vm-snap

OS: Ubuntu 16.04 (64-bit)
176.120.29.117

Start

cPu
1x1000 MHz

stop

RAM DISKS
51200MB | 1000GI
Reboot

Reinstall
Destroy

Reset password

Access VM
LogView b ‘ 4 Createtoken
—  Invalidate token °

Under the Log View submenu of the Action box a user can select between two actions:

Mmp g =sOc e v

|

— Create token - Allows creating a token. When selected, it asks to confirm the action and opens a
modal window with the newly created token:

The created token can be copied by clicking COPY.

To access the detailed information on how to add the token to the Filebeat configuration,
please, use the provided link to the plugin documentation:

Click OK to close the window.
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Token created

1B_tBVhBaSEKCaoUYmET-1_tn5S1g1Z5jcZYDS72Ggag
HfBq7ELjQMpZqzd40lySSGIZ32trCgRIS5eL8nHyNW
4

How to add a token

Token created

1B_tBVhBaSEKCaoUYmET-1_tn5S1g1Z5jcZYDS72Ggag
HfBq7ELjQMpZqzd40lySSGIZ32trCgRIS5eL8nHyNW
4

How to add a token

— Invalidate token - Allows making the token invalid. It is necessary in case of compromising
when a token needs to be changed to a new one. In the appeared window, input the token into
the text field and click INVALIDATE. The token will become invalid.

Or you may click CANCEL to close the window. The token will remain valid.

* Pulse - It is a custom feature created in CloudStack-UI to visualize the VM performance statistics. By clicking
“Pulse” at the Actions box you open a modal window with 3 tabs: CPU/RAM, Network, Disk. There you can
see the charts of resources statistics for the VM.

You can adjust the graphs by range, data aggregation period, shift interval and other parameters.

This plugin is convenient for dynamic monitoring of VM performance. Find more information about
it in the official documentation. Pulse plugin deployment instructions can be found at the Pulse
Plugin page.

Note: Please, note, when performing one of the actions from the list, other actions in this list are
disabled until the action in progress finishes.

2.2.4 VM Details Sidebar

For each virtual machine, you can get the details.

By clicking a VM line or card you can open a sidebar to the right.

Token created

1B_tBVhBaSEKCaoUYmET-1_tn5S1g1Z5jcZYDS72Ggag
HfBq7ELjQMpZqzd40lySSGIZ32trCgRIS5eL8nHyNW

“
l How to add a token I
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Invalidate token

me 9BIZYICM]IAIOHQEX3IHL EEL
WZF-2mDrbVd_r-gPTXGBnQ3CyvdrGgabYuChruzg

=

CANCEL INVALIDATE

Pulse plugin

CPU/RAM
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Resource usage ~ p vm-user-123 H
- -
Used Free Update resources =) = ey ‘
Description
Virtual machines Computational resources Volumes Store
Click to edit
Number /5 (20%) CPUs 1/40 (3%) Volumes 1/4 (25%) Primai
RAM 1.0/2.0 GB (50%) Snapshots /0 (7%) secon  Details
- —
VM host name wm-0f7410ea-Dalc-..
Zone Tomsk
ID 0i7410ea-0alc-46..
Select zones *  Select groups =  Select states ¥  Group by A User data Lo
Q search Group
Default group
/s
® vm-user-123 i Service offering
OS: Other Linux (64-bit) Name custom
176.120.29.13 Description Custom SO
CPU RAM DISKS Created 6/4/2018, 12:39 AM
1x1000 MHz | 600.00 MB | 10.00 GB GMT+7
Network rate 100
rd v

Affinity Groups

No affinity group
+

Template

ArchLinux 2018.06.01 64bit

SSH key
° No S5H key
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Here and in all other sections the sidebar width is adjustable - you can change it by hovering over its edge and dragging
to the width you wish.

Resource usage - A user-vm-snap
Used  Fre o= -
o = & ®
Virtual machines Computational resources Volumes Storage Description
Number 1777 (0%) CPUs 1/40 (3%) Volumes 2/777 (0%) Primary 25.0/200.0 GB (13%) Click to edit
RAM 1.0/8.0 GB (13%) Snapshots 9/60 (15%) Secondary  52.1/400.0 GB (13%) Details
VM host name user-vm-snap
Zone Tomsk
Select zones ~  Select groups ~  Select states ~  Group by
Group
No group
Qsearch grous
’

Service offering

@ user-vm-snap H Name

05: Ubuntu 16.04 (64-bit) C
176.120.29.117

cPU RAM DISKS Network rate
1x1000 M..| 512.00 MB ‘ 10.00 GB

/' v

Affinity Groups

No affinity group
+

Template

ubuntu-1804-np-10gb

SSH key

No SSH key

0 .

In the details sidebar you will find the information for the selected virtual machine:

1. VM name.

2. Color-picker . - Allows marking a virtual machine with a color to distinguish it in the list. The range of
available colors for VMs is specified in the configuration file.

3. Actions on the VM. See the VM Action Box section below.

You will see four tabs in the sidebar. Let’s describe what information on the virtual machine is presented in each tab.

Virtual Machine Tab
The Virtual Machine tab contains the general setting of the VM. Some settings can be edited here. At the bottom you
can see the Statistics section which shows real-time data for the VM performance.

1. Description - A short description of the VM. Click the block to edit it. Enter a few words about the VM. Click
“Save” to save the description. It is a custom description for your machine. It is saved to tags with csui . vm.
description tag.

The description can be edited. Click “Edit” 7 o change the description.

It also can be edited from the Tags tab. Click Edit icon 'd next to the csui.vm.description
tag and change the description text in the appeared form.

2. Details - Displays general information about the VM:
¢ VM host name,

e Zone selected for the VM to be available in,
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Resource usage

Used

user-vm-snap

o =
Virtual machines Computational resources Volumes Storage Description
Number 1/777 (0%) CPUS 1/40 (3%) Volumes 2/777 (0%) Primary 25.0200.0GB(  Click to edit
RAM 1.0/8.0 GB (13%) Snapshots 9/60 (15%) Secondary  52.1/400.0GB(  Details
WM h
Select zones ~  select groups ~  select states ~  Group by ~

Qsearch

@ uservm-snap

05: Ubuntu 16.04 (64-bit)
176.120.29.117

cPU RAM DISKS
1x1000 M...[ 512.00 MB | 10.00 GB

Service offering

High

Vd ~
Affinity Groups
No affinity group

+

Template

SSH key
No SSH key

° +

¢ Machine ID.

» User data - Allows viewing, editing and copying user data applied to the machine.

Click © to open the modal window and view the user data applied to the machine. Use the scroll tool if
the text contains many symbols.

o

Click EDIT to view the data in the editing mode. Make necessary changes and save them.

You can copy data by clicking

Or click CANCEL to close the dialog window without saving changes.

3. Group - A group the VM is assigned to. Edit this field by clicking the “Edit” button v . In the appeared dialog
window choose a group from the drop-down list. Click “Assign” to assign the VM to the chosen group.

Or you can create a new group right from this window selecting the “Create a new group” option.
Click “ASSIGN” to assign the created group to the VM.

To remove a machine from the assigned group select the “Remove from the group” option and click
“REMOVE” to eliminate the VM from the group. A Default group will be displayed for this machine.

4. Service offering - The service offerings of the VM. Expand the section to view the whole list of offering param-

Edit this field by clicking the “Edit” button 7 . In the appeared window you will see the list of
available service offerings.

The list consists of two sections - Fixed and Custom. In each section, offerings can be filtered by
classes if classes are determined in the configuration file.

You can use the search tool to find an offering in the list by a name or a part of the name.
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vm-user-123

L1

. =
o = < L 2
Description
Enter text
Edit deskription here =

CAMCEL SAVE

Details
WM host name vm-0f7410ea-0alc...
Zone Tomsk
IC 0f7410ea-0alc-4f. ..
User data L O
Group

Default group

,’F

Edit tag

ey
csuivm.description

19/255
Value *

Short description for VM2

251255

CANCEL EDIT
i
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User data

#cloud-config
puppet:
conf:
agent:
server: "puppetmaster.example.org”
ca_cert |
BEGIN CERTIFICATE.

MIICCTCCAXKgAwIBAgIBATANBgkqhKiGOWOBAQU
FADANMQswCQYDVQQDDAJY TAe

FwOxMDAYMTUxNzISMjFaFwixNTAyMTQxNzISMjFa
MAOxCzAIBgNVBAMMAMNRMIGE

MAOGCSqGSIb3DQEBAQUAAIGNADCEIQKBIQCU
7QA0SMAT/ELPHIBAYBVIFWGPgE

b0140mNoX7dgCxTDvpsMhBVWS55PdAFSWS+QhsG
r311INI3KSYprFQeY fTABINWU

1MASW2CFaEIOEI9F IR3R4QIz4ix+INoHIUDTjazwitZ
wEdxaQXQVLwgTGRwVa+aA

qbutIKIg3MILLWIDAQABo3kwdzA4BglghkgBhwhCAQ
OEKXYPUHVWEGVDIFJLYnky

T3BIbINTTCBHZWSIcmFOZWQgQ2VydGImaWNhdG
UwDWYDVROTAQH/BAUWAWEB/ZAd

BgNVHQAEFgQUUA+HB+GYESVX0+0l10AhevspjAw
CwYDVROPEAQDAGEGMAOGCSEG

SIb3DQEBBQUAAAGBAHIMIUIWNB3NTTXIcDJIEMM
HUWjrO3BDJXKb34UIndkpaf

+GAIZPXWa7bO90BMaIBRNPHIKNteL bvgTK+h+2X1X
Cty+S2EQWK29i2AdogO Txt

hppiIGMpOtT5HavudaceCXiy2crveudj3NFelyBX66S0E
CemWaUYDCHATSDOd
END CERTIFICATE-—

O eor CANCEL
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User data

#cloud-config
puppet:
conf:
agent:
server: "puppetmaster.example.org”
ca_cert:
---—BEGIN CERTIFICATE——

MIICCTCCAXKgAWIBAGIBATANBgKGhKIGIWOBAQU
FADANMQswCQYDVQQDDAJY TAe

FWOXMDAYMTUXNZISMjFaFwOxN TAYMTQNZISMFa
MAOXCZAIBGNVEAMMAMNAMIGH

MAOGCSqGSIb3DQERAQUAALGNADCBIQKBIQCU
7Q40smATIELPT+BAYIVIFWGPge

b0140mMNoX7dgCxTDvps/h8WVwEE5PAAFSWS+QhsG
r31LINI3KS YprFQCY T ASINWU

1MASW2CTaEIOEISF1RIRAQIZ4ix+NoHIUD Tjazwitz
WEdxaQXQVLwgTGRwVa+ah

qbutIKIg3MILLWIDAQABo3kwdzA4BglghkgBhVhCAQ
DEKXYPUHVWEGVOIFILY nkv

T3BIbINTTCEBHZWSlemFOZWQgQ2VydGImawNhdG
UwDwYDVROTAQH/BAUWAWEB/zAd

BgNVHQAEFgQUUA+HB+GYE5Vxo+alLOAhevspjAw
CwYDVROPBAQDAJEGMAOGCSqG

SIb3DQEBBQUAA4AGBAHIMKIUIwWNB3n7TTXJcDIEMM
HUIwjrd3BDJXKb34UIndkpaf

+GAIZPXWa7bO908MIIBRNPVKnteLbvg TK+h+zX1X
Cty+S2EQWK29i2AdogOTxb

hppiGMpOiT5HavudaceCXiy2crVoud]3NFciyBXE66SoE
CemWIUYDCbIT5D0d

---—END CERTIFICATE-—--—
123

CANCEL
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Change instance group

@ Choose an existing group

O Create a new group
O Remove from the group "Groupl"

Groupl

e
oy

CANCEL ASSIGN

Change instance group

() Choose an existing group
(@) Create a new group

Enter group name *

Groupl

CANCEL ASSIGN

™
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Change instance group

O Choose an existing group

O Create a new group

@ Remove from the group "Groupl"”

CANCEL REMOVE
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Choose service offering

Custom Select classes

Q Search

Class 1
Class 1 description

MNetwork rate

CPU cores CPU (MHz) (MB/s)

Medium Instance

Common

Network rate

CPU cores CPU {MHz) (MB/s)

Small Instance @

full-params O

SHOW DETAILS

CANCEL SELECT
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Select an option from the list to change the service offering.

Choose service offering

Fixed = Custom

Q search

Common

Name CPU cores CPU (MHz) Memary (MB) Network rate (MB/s)

custom 1 1000 600 100 ®

SHOW DETAILS

CANCEL

Click “Change” to implement the edits.

Note: The system checks the amount of available account resources. In case a selected service
offering does not fit the amount of available account resources, a warning message will appear saying
the offering cannot be selected.

A started virtual machine will be rebooted at editing the service offering.

5. Affinity Group - The affinity group(s) assigned to the virtual machine. A name and a type of groups are displayed
here. Groups are listed in alphabetic order. Hovering over a group name shows a description of a group (if
provided at creation).

If no affinity group is assigned to the VM, or you wish to add another affinity group to the list, click
“Add” (+) in the block. A dialog box appears where you can choose an existing group or create a
new one.

Select a group in the list and click “Assign” to assign it to the VM. A user can add several groups to
one virtual machine.
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Select affinity group

Name anti-affinity - Description

Name Type

EdgeUser anti-affinity

FFUser anti-affinity

|EUser anti-affinity

OperaUser anti-affinity

SafariUser anti-affinity

UserGroupChrome anti-affinity

vikh anti-affinity

CANCEL SELECT

To create an affinity group fill in the form at the top of the dialog box and click “+” to add the group
to the list. Then, you can assign the newly created group to the VM.

When assigning an affinity group to a started virtual machine, the system will suggest you stopping
the VM. Click “OK” in the dialog window. Then, the VM will be started again.

The selected group/groups can be deleted by clicking . near the group name in the list.
6. Template - Shows the template used to create the virtual machine.

7. SSH key - Shows the SSH key of the virtual machine. Add the SSH key by clicking “+”. In the appeared
window select the SSH key in the drop-down list and click “CHANGE”:

At saving the new SSH key for a started VM you will see the warning: ““You need to stop the virtual machine to
reset SSH key.” Click “OK” if you want to stop it right now. Click “Cancel” to drop the edits.

8. Statistics - shows VM statistics on CPU utilized, Network read, Network write, Disk read, Disk write, Disk read

(I0), Disk write (I0). Refresh data by clicking the “Refresh” button Q in the upper-right corner.
9. VM Snapshots

This section presents the information on snapshots created for the virtual machine. It shows the
details for the last taken snapshot, allows viewing a complete list of all machine’s snapshots and
managing them. You also can take a VM snapshot in this section.

The following information is displayed in this section:
* Details on the last taken snapshot: name, creation date and time;

* “View All” allows viewing a full list of snapshots created for the machine. It opens a modal
window where a user can see the list of snapshots and manage them using the action buttons:

A user can manage snapshots in the list using action buttons:
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Select affinity group

Name. Description

Affinity-group| anti-affinity - Description for Affinity-gi E

Name Type

EdgeUser anti-affinity

FFUser anti-affinity

IEUser anti-affinity

OperaUser anti-affinity

Safariuser anti-affinity

UserGroupChrome anti-affinity

vikh ani-affinity

CANCEL SELECT

Affinity Groups

NewAffinityGroup &) affinity

<+
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Select SSH key

userssH

CANCEL CHANGE

Resource usage v a
Select zones ~  Select groups. ~  Selectstates ~  Groupby -
Q search

@ user-vm-snap H

OS: Ubuntu 16.04 (64-bif)
176.120.29.117

cpu RAM DISKS
1x1000 MHz | 512.00MB | 10.00GB

Service offering

Name custom
Description Custom SO
Created 6/4/2018, 12:39 AM

GMT+7
Network rate 100
7 v
Affinity Groups

No affinity group

+

Template

ubuntu-1804-np-10gb

SSH key
No SSH key
+

Statistics &
CPU utiized 0.24%
Network read 51809 KB
Network write 760 KB
Disk read 660560 KB
Disk write 2524500 KB
Disk read (10) 10PS
Disk wite (10) 10PS

VM snapshots

Last snapshot: VIEW ALL (1)
-214-4925-vm_V'S_20181211042337
12/11/2018, 11:23 AM GMT+7 fol |

o+
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VM Snapshots
Name Date

1214-4925Vm_VS_2... -

12/11/2018, 11:23 AM
GMT+T

* Revert VM to snapshot - Allows returning the virtual machine to the state captured in the
snapshot. It is useful if you implemented any changes to the VM and they went wrong. You can
easily restore the VM to its previous state using this action. Select “Revert VM to snapshot” by

clicking @ and confirm your action in the dialog window. The VM will be reverted.

Note: The machine cannot be reverted to the snapshot state if the current Service Of-
fering of the VM differs from that used at the moment the snapshot was taken. Besides,
the action is not available for stopped machines.

* Delete - Allows deleting a snapshot from the system.

Create Snapshot

Note: Taking a VM snapshot is available for machines in the Running state only. The
maximum number of VM snapshots can be defined in the configuration file (see the config-
uration guide).

To create a snapshot click ‘+’ and fill in the appeared form:
* Name - Enter a name for the snapshot.
* Description - Provide a short description for the snapshot.

* Snapshot memory - Check the box to snapshot the VM CPU and memory, i.e. a snap-
shot of the DiskAndMemory type. Currently, it is activated by default and is not editable.

Once all fields are completed, click CREATE to save the snapshot.

The VM will be paused for creating a snapshot and then resumed. The snapshot will appear
in the list of VM snapshots.
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VM Snapshots

Name Desription Date

1211142018, 11:23 AM 5
1-214-4925vm_VS 2... - Ty (2l ]

Take VM Snapshot

Name
‘Snapshot 1

0/258
Description

A short description for Snapshot 1|

B
Snapshot memory
Please notice that the instance will be paused when

creating a snapshot, and resumed after a snapshot is.
created.

CANCEL CREATE
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To drop the snapshot creation, click CANCEL.

Storage Tab

The second tab - Storage - contains the information on the volumes allocated to the virtual machine as well as snapshots
created for the volumes.

Resource usage » a vm-111
Used  Free o= =
jm | o= &= ®
—
Virtual machines Computational resources Volumes Storage ROOTJM
CPUs 1/40 (3%) Volumes 2/777 (0%) Primary 20/200 GB (10%) 10 GB
Number 1777 (0%) - ' - No snapshots

RAM 0.5/8.0 GB (6%) Snapshots 7/60 (12%) Secondary 43.925648/400 GB (11%)

Attach a volume

Select zones ~  Selectgroups ~  Selectstates ~  Groupby -
Select a volume

Qsearch +
IS0
No medium attached
e vm-111 : +

0s: Apple Mac OS X 10.6 (64-bit)
176.120.29.130
CPU
1x1000
Hz

RAM DISKS

512.00 MB | 10.00 GB

In this tab the following information is presented:
1. Disk information
Each VM has a root disk. Besides, data disks can be added to the VM.
The following general information on a root disk is presented (expand the card to see the whole list):
* Name - The disk name.
* Size - The disk size.
¢ Creation Date and Time.
* Storage Type (Shared/Local).
* Last Snapshot information.
e Action Box.

2. Attach a volume - Allows attaching a data disk to the VM.

Note: Attaching volumes available for machines in the «Running» status only. Attaching a volume is not available
for machines with active snapshots.

Additional volume (a data disk) can be attached to the VM. Click “Select” to select a data disk. Select a disk in the
drop-down list and click “SELECT”.

The chosen data disk will appear for the virtual machine with the “Attach” button. Click “Attach” to attach the selected
disk to the virtual machine.

If there are no available spare drives yet, you can create one right from this panel.

Click “Create new volume” and you will be moved to the Storage section. A “New volume” form will appear where
you should specify the following information:
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Select a volume

vm-develop-285

CANCEL SELECT

Note: Required fields are marked with an asterisk (*).

e Name * - Name of the new data disk.
e Zone * - Select a zone for it from the drop-down list.

¢ Disk offering * - Select a disk offering from the list in the modal window. The disk offering list is managed by
Root Administrator.

* Size - Set the disk size if it is available. Disk size can be changed if a custom disk offering is selected above.
Once all fields are filled in, click “CREATE” to save the new volume.
Click “CANCEL” to drop the new volume creation.

Move back to the virtual machine information sidebar. Under the “Storage” tab in the “Attach a volume” section click
“+” to select an additional disk. Select a data disk in the drop-down list and click “Select” to add it to the “Attach a
volume” section. To attach the volume press the “Attach” button.

Volume Action Box
For each volume, the Actions list can be opened by clicking the actions icon *.
The following actions on disks are available in this list:

For root disks:
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O vm2
-]

Wil
P

ROOT-601
8 GB

Mo snapshots

Attach a volume

evelop-E 85

ISO

Mo medium attached

g
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® vmz
0

Wi
i
4

ROOT-529

10 GB

Mo snapshots

Attach a volume

Mo spare volumes available. Click if you
would like to create a new one rather than

resize one of attached

150

Drweb LiveCD 2017.12.12
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New volume

Name *

Data disk 1

Zone *

Tomsk

11255

-

Disk offering

ssd.custom

Size
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* Take a snapshot;
* Set up snapshot schedule;
* Resize the disk.
For data disks:
* Take a snapshot;
 Set up snapshot schedule;
¢ Detach;
¢ Resize the disk;
* Delete.
Take a snapshot

You can take a VM snapshot to preserve all the VM’s data volumes as well as (optionally) its CPU/memory state. This
is useful for quick restore of a VM.

Click “Take a snapshot” in the disk Actions list and in the dialog window enter the following information:

Note: Required fields are marked with an asterisk (*).

* Name of the snapshot * - Define a name for the snapshot. It is auto-generated in the form <date>-<time>.
But you can specify any name you wish.

* Description - Add a description of the snapshot to know what it contains.

Take a snapshot

Name *

171218-0944

Description

Sanpshot description here

CANCEL CREATE

All snapshots are saved in the list of snapshots. In the disk information, you will see the name and time of the last-
taken snapshot. For each snapshot the list of actions is available. Find more information on snapshot actions in the
Snapshot Action Box sections below.
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Set up snapshot schedule
You can schedule regular snapshotting by clicking “Set up snapshot schedule” in the Actions list.
In the appeared window set up the schedule for recurring snapshots:

* Select the frequency of snapshotting - hourly, daily, weekly, monthly;

* Select a minute (for hourly scheduling), the time (for daily scheduling), the day of week (for weekly scheduling)
or the day of month (for monthly scheduling) when the snapshotting is to be done;

¢ Select the timezone according to which the snapshotting is to be done at the specified time;
* Set the number of snapshots to be made.

Click “+” to save the schedule. You can add more than one schedule but only one per each type (hourly, daily, weekly,
monthly).

Recurring snapshots

Time zone

Monthly

Time zone Number of stored snaps. .

Etc/GMT+12 (GMT-12:00) 1

Resize the disk

Note: Disk resizing is not available for machines with active snapshots.

This action is available to data disks created on the base of disk offerings with a custom disk size. Disk offerings with
custom disk size can be created by Root Administrators only.

Selecting “Resize the disk” option in the Actions list you are able to enlarge the disk size.

In the appeared window set up a new size using the slider and click “RESIZE” to save the edits.
Click “CANCEL” to drop the size changes.

Detach

Note: Detaching a volume is not available for machines with active snapshots.
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Resize volume

New size

=

CANCEL RESIZE

This action can be applied to data disks. It allows detaching the data disk from the virtual machine.
Click “Detach” in the Actions list and confirm your action in the dialog window.

The data disk will be detached. It will be in the list of Spare drives in the Storage section.

Delete

Note: Deleting a volume is not available for machines with active snapshots.

This action can be applied to data disks. It allows deleting a data disk from the system right in the Storage VM details
sidebar.

Click “Delete” in the volume Actions list and confirm your action in the dialog window.
The data disk will be deleted from the system right at this moment.

If a disk has snapshots, the system will ask you if you want to delete the snapshots of the disk as well. Click “Yes” to
delete the snapshots. Click “No” to leave the snapshots in the system after volume deleting.

Snapshot Action Box

Note: For a newly taken snapshot all actions except “Delete” are disabled until the snapshot is backed up to the
Secondary Storage that may take some time. Once it is backed up, a full range of actions is available to a user.

For each snapshot the following actions are available:

* Create a template - Register a new template right from the disk information block of the sidebar. In the
appeared window fill in the form:
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Are you sure you want to detach this
volume?

Are you sure you want to delete this
volume?
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Note: Required fields are marked with an asterisk (*).

¢ Name * - Enter a name of the new template.

* Description * - Provide a short description of the template.
* OS type * - Select an OS type from the drop-down list.

¢ Group - Select a group from the drop-down list.

 Password enabled - Tick this option if your template has the CloudStack password change script installed. That
means the VM created on the base of this template will be accessed by a password, and this password can be
reset.

¢ Dynamically scalable - Tick this option if the template contains XS/VM Ware tools to support dynamic scaling
of VM CPU/memory.

Click “SHOW ADDITIONAL FIELDS” to expand the list of optional settings. It allows creating a template that
requires HVM. Tick this option in this case.

Once all fields are filled in click “CREATE” to create the new template.

Register a new template

Name + 05 type
Template 1 Apple Mac 05 X 10.6 (32-bit)

Description
Description for Template 1 Group

Password enabled

[ pynamically scalable

HIDE ADDITIONAL FIELDS

Requires HVM

CANCEL CRETE

¢ Create Volume - Allows creating a volume from the snapshot.
Type a name for a new volume into the Name field in the modal window. Click “CREATE” to register a new volume.
Click “CANCEL” to cancel the volume creation.
* Revert Volume To Snapshot - Allows turning the volume back to the state of the snapshot.
In the dialog window confirm your action. Please, note, the virtual machine the volume is assigned to will be rebooted.
* Delete - allows deleting the last-taken snapshot.

Besides, you can see all the snapshots in the list by clicking the “VIEW ALL” button. In the appeared window you
will see the list of all snapshots. For each snapshot in the list, the same actions are available: you can create a template,
or delete a snapshot.

3. ISO - Allows attaching ISO.
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New volume

Mame
Volume-111
10/

CANCEL CRE?)TE

Are you sure you want to revert the
owning volume to this snapshot?
Virtual Machine will be rebooted.

NO YES

Snapshots
Name Date Actions
180801-1111 2018-08-01 11:11:52 LR Xo8 |

180801-1022 2018-08-01 10:22:28 Ll ROl |

2.2. Virtual Machines




CSUI Documentation, Release 1.410.18

Attach ISO by clicking the “Attach” button in the ISO card. In the dialog window you will see the list of available ISO
files. To easily find the ISO file you need, please, use the search tool above the list. Additionally, you can filter the
list by OS family(-ies), by type(-s), by group(-s). Tick the ISO file you wish in the list and click “ATTACH”. The ISO
will be attached to the VM.

1SO attachment

Select OS familes Select types
Linux, Windows, Ma... ~  Featured, My

Q search

Lé) DrWeb LiveCD 2017.12.12

DrWeb LiveCD 2017.12.12

template-http-auth
Template to test VM creation with HTTP auth mede

template-ssh-auth
Template to test VM creation with SSH auth mode

Temp #2
develop #2

Temp #2
develop #2

CANCEL ATTACH

You can detach the ISO file by clicking the “Detach” button.

Network Tab

The Network tab presents the network configurations of the VM.

1. NIC information - VM network details are shown here: Network nam, Netmask, Gateway, IP, Broadcast URI,
Traffic Type, Type, Default, MAC address.

You can add a secondary IP for the VM from this tab. Click “+” next to the Secondary IP option and confirm your
action in the dialog window. The IP appears for the VM.

You can delete the secondary IP by clicking the “Delete” button next to it.

2. Firewall rules - Allows viewing the security group assigned to the virtual machine, attach and detach groups,
edit rules in a group.

It is allowed to attach several groups to one machine. They are listed in the box. Next to each group, you can see the

29

buttons O to view rules of the group and “-” to detach the group from the machine.

View rules

Click @ to open the list of assigned firewall rules.

You can filter the list by IP version, types and/or protocols. Or you can adjust the view by grouping the list by types
and/or protocols.

Edit rules

In the modal window you can edit a security group. Click “EDIT” to move to the editing form. There you will be able
to add rules, or delete the selected ones from the list.
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vm-d9 :
- = o ®
ROOT-1438 :
10 GE
Last snapshot: VIEW ALL (5)

180214-0716
2/14/2018, 7:16 AM

GMT+7 O=ZoON

Attach a volume

Mo spare volumes available. Click if you
would like to create a new one rather than
resize one of attached

ISO

b LiveCD 2017.12.12
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Resource usage A vm-user-123
o -
-
Select zones v  Select groups *  Select states ¥  Group by A a — = ‘
NIC#1 Configuration
Q, search
IPv4 176.120.29.13/23
MAC address 1e:00:01:00:02:0a
Gateway v4 176.120.28.1
Type Shared
® vm-user-123
IPv6 address 2001:67c:20dc:1c00
L ey 1Pv6 CIDR 2001:67C:20DC:1C...
176.120.28.13 .
cPU RAM DISKS IPv6 gateway 2001:67C:20DC:1C...
1x1000 MHz | 600.00 MB | 10.00 GB Secondary IP +
Firewall rules
default ® —
+

vm-user-8

— =
O —] =] ‘
NIC#1 Configuration
IPv4 176.120.28.8/23
MAC address 1e:00:57:00:01:05
Gateway v4 176.120.28.1
Type Shared

IPv6E address  2001:67c:20dc:1c00:1c00:. ..

IPvE CIDR 2001:67C:20DC:1C00:: /64
IPvE gateway 2001:67C:20DC:1C00::1
Secondary IP +

176.120.28.12

N [ ]
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Rules for default

Select IP version ¥  Selecttypes Select protecols Group by

Incoming ICMP traffic from ipvG 128:10::bb/128 of ICMP type Packet Too Big Message [2] and ICMP code 0
Incoming ICMP traffic from ipw4 0.0.0.0/0 of ICMP type Any [-1] and ICMP code Any [-1]
Incoming TCP traffic from ipv4 0.0.0.0/0 to VM port range 0-1

Rules for default

Select IP version ~  Selecttypes ~  Select protocols ~  Protocols

ICMP

Incoming ICMP traffic from ipv6 128:10::bb/128 of ICMP type Packet Too Big Message [2] and ICMP code 0
Incoming ICMP traffic from ipv4 0.0.0.0/0 of ICMP type Any [-1] and ICMP code Any [-1]

TCP

Incoming TCP traffic from ipv4 0.0.0.0/0 to VM port range 0-1
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Edit rules for sg-vm-222
CIDR vajve * Start port * End port *

Ingress - TCP ~ 10.1.2.3/4 7 o 12 %+
&

Incoming ICMP traffic from ipv4 0.0.0.0/0 of ICMP type Any [-1] and ICMP code Any [-1] i'

Incoming UWDP traffic from ipv4 0.0.0.0/0 to VM port range 1-65535 i

Incoming TCP traffic from ipv4 0.0.0.0/0 to VM port range 1-65535 i

Outgoeing TCP traffic to ipv4 0.0.0.0/0 to port range 1-65535 i'

Outgeing UDP traffic te ipv4 0.0.0.0/0 to port range 1-65535 i

Outgoing ICMP traffic to ipv4 0.0.0.0/0 of ICMP type Any [-1] and ICMP code Any [-1] i'

VIEW CLOSE

To add rules, please, fill in the fields in the bar above the list and click “+:

To delete rules, please, click “Delete” icon in the list. The rule will be deleted from the security group.
Then you can move back to the view mode, or close the window.

Please, note, when editing shared security groups, a warning message appears:

Click “Yes” if you still want to edit a shared security group. You will be moved to the “Firewall” section where you
can edit the security group. After editing, go back to the virtual machine that uses this group. You will see the rules
are edited.

Attach Security Group

A VM can be a member of any number of security groups. To attach a security group to the virtual machine, you
can use the “+” button. Click it to open a modal window. It displays the list of all security groups available for the
machine. Groups that are attached to the machine are not available for selecting and look grayish. By default, the first
option in the list is preselected. Click the radio-button next to the option you wish and press “SAVE”.

If you attach a group to the machine in the Running state, the system will inform you that the machine will be stopped.
If you agree, the machine gets stopped and the group appears in the list of attached groups. Then, the machine gets
started again.

Detach Security Group

To detach a security group from the virtual machine, use the “-” button. Click it and confirm your action in the dialog
box.

If you detach a group from the machine in the Running state, the system will inform you that the machine will be
stopped. If you agree, the machine gets stopped and the group disappears from the list of machine’s security groups.
Then, the machine gets started again.

See the Firewall section for more information on firewall rules in the system.

Tags Tab

Under this tab, you can create and see the VM tags.
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Edit rules for sg-vm-222
CIDR vafv6 * Start part * _ Endpart? )
Ingress ~ TCP ~ 10.1.2.3/4 7 S 12 = E
Incoming ICMP traffic from ipv4 0.0.0.0/0 of ICMP type Any [-1] and ICMP code Any [-1] i'
Incoming UDP traffic from ipv4 0.0.0.0/0 to VM port range 1-65535 i'
Incoming TCP traffic from ipv4 0.0.0.0/0 to VM port range 1-65535 i
Outgoeing TCP traffic to ipv4 0.0.0.0/0 to port range 1-65535 i'
Outgeing UDP traffic to ipv4 0.0.0.0/0 to port range 1-65535 i
Outgoing ICMP traffic to ipvd 0.0.0.0/0 of ICMP type Any [-1] and ICMP code Any [-1] i'
VIEW CLOSE

This group is shared. Other VMs that use this
group will also be affected. Are you sure you
want to edit this group in the Security Group
management area?
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Shared Security Group attachment

default
Default Security Group

SG2 ®

O

CANCEL SAVE

CloudStack-UI uses tags very extensively to provide additional UX capabilities. Tags are key-value pairs. So it makes
a kind of a key-value storage for the meta-information - VM description or group, or a user language. The tags used
by Cloudstack-UI are system tags. They are prefixed with csui. You can find the full list of system tags supported
by CloudStack-UI at the page.

System tags are used to provide functionality from the user interface perspective. Changing these tags affects the
functionality of the application. The “Show system tags” checkbox allows to view or hide system tags of the virtual
machine. Uncheck this box to hide system tags from the list. It helps to avoid accidental unwanted changes. If a user
has disabled displaying of these tags, the system will remember it and next time tags will also be hidden.

To find the tag you are interested in, please, use the search tool above the tag list. You can enter a name or a part of the
tag name to distinguish it in the list.

The tags assigned to the virtual machine are presented in the list. System tags are presented in one card, other tags - in
a separate card. For each tag in the list the following actions are available when hovering the mouse over the tag key:

¢ Edit - Allows editing the tag. In the appeared form define a new key and/or value (both fields are required).
Click “Edit” to save the edits. Click “Cancel” to drop the edits. The tag won’t be changed then.

* Delete - Allows deleting the tag. Click “Delete” and confirm your action in the dialog window.
Create Tags

You can create a tag right from Tags tab.

Click “Create” e and fill in the appeared form:

Note: Required fields are marked with an asterisk (*). You cannot use space as the first symbol.

* Key * - Enter a key here.
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Are you sure you want to detach security
group?

Resource usage ~ a H
(| ’
Virtual machines ‘Computational resources Volumes Storage
CPUs 1740 (3%} Volumes 2/777 (0%) Primary 20/200 GB (10%) Show system tags
17777 (0%)
RAM 0.5/8.0 GB (6%) Snapshots 11/60 (18%) Secondary 50.062737/400 GB (13%) .
csui
csui.plach-plcah tancuy-tancuy
Select zones ~  Select groups ~  Select states ~  Group by e coui-template.group prest
«csui.vm.auth-mode HTTP
«csui.vm.password undefined
Q search "
+
csuii
e vm-111 H
csuii.ff 123
0S: Apple Mac OS X 10.6 (64-bit) 12
176.120.29.130
cPU RAM DISKS
1x1000 1 515 0o MB| 20.00 GB +
MHz
club

2.2. Virtual Machines 79



CSUI Documentation, Release 1.410.18

Tag5675

B
4

Show system tags

csui

csul.template.download-url  http:/cloud....

csul.vm.auth-mode
csul.vm.http.login
csul.vm.http.password
csul.vm.http.path
csul.vm.http.port
csul.vm.http.protocol
csul.vm.ssh.login
csul.vm.ssh.password

csul.vm.ssh.port

+

SSH, HTTP
http-login
http-password
hitp:/fgoogle. ruf
102

HTTPS
ssh-login
ssh-password

499
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Resource usage - a Ovm i
Used Free [} E = ‘
. . . Q Search
Virtual machines Computational resources Volumes
CPUs 2/40 (5%) Volumes Show system tags
Number 2/20 (10%) = D
= RAM 1.0/8.0 GB (13%) Snapshots c
— — ommon
Keyl J# l® Valuel
Storage
Primary 115/200 GBE (57%) +

Secondary 11/400 GB (3%) csui
=
csui.vm.agreement-accepted true
csui.vm.color #0O0BCD4
Select zones v  Select groups v  Select states v  Group by - csul.vm.password K7pCvE
+
Q Search

2.2. Virtual Machines 81



CSUI Documentation, Release 1.410.18

¢ Value * - Enter the value here.

Create a new tag

Key *
prefix.example

14255
Value *

1

1/255

CANCEL CREATE

When adding a system tag, click “+” in the card to open the creation form. You will see that the csui prefix is
automatically prepopulated here.

Create a new tag

Key *
csuil

s

Value *

CANCEL CREATE

If you create a non-system tag, it will be saved in a new card. If you have entered a key in the format <prefix>.
<example>, a card will be named as “<prefix>". When creating a new tag from this card, click “+” in the card and
in the tag creation form the Key field will be prepopulated with the <prefix>.

2.2.5 Access a Virtual Machine

Access VM component allows a user to obtain all necessary credentials to access a VM in the final dialog box shown
after VM creation, or later when a user selects a corresponding action in the VM Action box. Depending on tags
determined for a template or a VM, the system allows getting access to the VM interaction interface. Currently, the
following access modes are supported:
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Create a new tag

Kay *
prefix |

&

Value *

CANCEL CREATE

* Via a VNC console - active by default for all VMs;
* Via SSH;
* Via HTTP.
The three access modes can be used at the same time for one machine.
You can find more information on how to enable a necessary access mode at the wiki-page.

Selecting “Access VM” in the VM action list, you open a modal window with three tabs. The view and contents of the
modal window are determined by the defined tags. Some tabs in the window can be inactive. That means these access
modes are not enabled for the machine. In active tab(s) you can view detailed access information for the machine:
login, password, port, path and other.

In each tab you can click on a corresponding link to open a console or a window to access the VM.

Below you will find more information on each access mode.

VNC console

This tab contains the following details:
* Login;
¢ Password (if available);

¢ Open VNC console link that opens a console to access the VM.

SSH

This tab is active if the access via SSH is enabled. It is determined by the following template tags:

csui.vm.auth-mode = SSH
csui.vm.ssh.login = login

(continues on next page)
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Access VM

VMNC console

Login: root
Password: Not Set

Open VNC Console

(continued from previous page)

csuil.vm.ssh.password = password
csui.vm.ssh.port = port

This tab displays the following details:

o
o

 Connection String (IPv4), that can be copied by clicking on

* Connection String (IPv6), that can be copied by clicking on
* IPv4

* IPv6

* Port

* Login

» Password

* SSH Key

* Open WebShell - a clickable link to open a WebShell console.

In case the WebShell plugin is enabled, a user can SSH to VM in browser. To find more information on deployment
and using the WebShell plugin, please, refer to the page.

HTTP

Under this tab you can access a VM via HTTP/HTTPS URL. This mode is defined by the tags:
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Access VM

WMNC console

Connection string (IPv4): ssh -p 499 -u ssh-login 176.120.29.99 [[]

Connection string (IPv6): ssh -p 499 -u ssh-login
2001:67c:20dc: 1c00:1c00:c8ff:fe00:260 FD

IPv4: 176.120.29.99

IPv6: 2001:67c:20dc:1c00:1c00:c8ff:fe00:260
Port: 499

Legin: ssh-login

Password: ssh-password

SSH key: 55H keyl

Open Webshell

csui.vm.auth-mode = HTTP
csui.vm.http.protocol = HTTP|HTTPS
csuil.vm.http.port =
csui.vm.http.path =
csui.vm.http.login =
csuil.vm.http.password =

Note: Ifno csui.vm.http.port is defined, then default values are used:
 for HTTPS protocol: 443
* for HTTP protocol: 80

This tab displays the following information:

* Login;

¢ Password (if available);

* Open URL with a clickable URL.
To configure VM access via HTTP/HTTPS, please, refer to page.
To close the modal window click “CLOSE”.

2.3 Storage
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Access VM

VMNC console

Login: http-login
Password: http-password

Open URL: https://176.120.29.99:102/http://abc123.ruf

Contents

* Storage
— Drive list
x Filtering of Drives
— Create New Volume
— Volume Details Sidebar

% Snapshots Action Box

— Volume Action Box

In the Virtual Machines -> Storage section, you can create and manage drives for virtual machines. Here you can add
new disks, create templates and snapshots of a volume, view the list of snapshots for each volume.

2.3.1 Drive list

Note: If you have just started working with CloudStack and you do not have virtual machines yet, you have no disks
in the list. Once you create a VM, a root disk is created for it automatically. Creation of an additional disk takes
resources and requires expenses. Please, make sure you definitely need an additional data disk.

Here you can find a list of disks existing for your user.

Domain Administrator can see disks of all accounts in the domain.

H— T
Disks can be viewed as a list or as a grid of cards. Switch the view by clicking a view icon ™™= /"8 in the upper-right
corner.
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= D Spare drives only ~ Select zones *  Select types v  Group by - ._.

cloudstack

e cloud computing Q search

2 user

o virtual machines

& storage Data disk 1 H IEAdd H IERoot H user2
Size: 15 GB Size: 10 GB Size: 13 GB Size: 10 GB
© images State: Ready State: Ready State: Ready State: Ready

ﬂ Snapshots

e Firewall

O SSH keys

E Logout

Filtering of Drives
Root disks are visually distinguished from data disks in the list. There is an option to display only spare disks which
allows saving user’s time in certain cases.

As in all lists, there is the filtering tool for selecting drives by zones and/or types. You also can apply the search tool
selecting a drive by its name or a part of the name.

For better distinguising of drives in the list you can group them by zones and/or types, like in the figure below:

Domain Administrators can see the list of drives of all accounts in the domain. Filtering by accounts is available to
Administrators.

For each drive in the list the following information is presented:
¢ Drive name,
e Size,
* State - Ready or Allocated.

L)
The Actions button * is available to the right. It expands the list of actions for a disk. See the information on actions
in the Volume Action Box section below.

2.3.2 Create New Volume

In the Storage section you can create new volumes. Please, note that if you are aimed at creation of a virtual machine,
we do not recommend starting from adding new disks to the system. You can go right to the Virtual Machines section
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= D Spare drives only ~ Select accounts ~  Select zones *  Select types ~  Group by - ‘
cloud computing Qsearch
2 Administrator
=
d Virtual machines
& storsge ROOT-2222 {  ROOT-4112 i ROOT-4342
Size: 12 GB Size: 8 GB Size: 100 GB
O e State: Ready State: Ready State: Ready
a Snapshots
ROOT-4348 H ROOT-4370 H ROOT-4383
e Firewall
Size: 9 GB Size: 5 GB Size: 8 GB
Or SSH keys State: Ready State: Ready State: Ready
3] Logout
ROOT-4399 H ROOT-4402 H ROOT-4423
Size: 8 GB Size: 5 GB Size: 8 GB
State: Ready State: Ready State: Ready
d2 : d3 : Data disk 2
Size: 10 GB Size: 12 GB Size: 77 GB
State: Ready State: Ready State: Ready
Data disk 1 H d4 H |IEAdd
Size: 15 GB Size: 10 GB Size: 10 GB
State: Ready State: Ready State: Ready

© 2018, Bitworks Software, Ltd.

and create a VM. A root disk will be cerated for the VM automatically.

If necessary, you can create a data disk and attach it to your VM. By clicking the “Create” button o in the
bottom-right corner you will open a creation form. Please, make sure you definitely need an additional disk as it takes
resources and requires expenses. If you do not have disks yet, when clicking “Create”, a dialog box will ask you if
you surely want to create a drive. Confirm your creation action by clicking “CONTINUE":

A creation form will appear.

To create a new volume fill in the fields:

Note: Required fields are marked with an asterisk (*).

* Name * - Enter a name of the volume.
* Zone * - Select a zone from the drop-down list.

¢ Disk offering * - Select from the list of available offerings opening it in a modal window by clicking “SELECT”.
The list of available disk offerings is determined in the configuration file by Administrator.

In the modal window you can see the name and short description for each disk offering and a radio-button to select
any option.

For each disk offering you can expand detailed information by clicking the arrow icon or the whole line in the list. In
the appeared section you will see a range of parameters. The following parameters are shown by default:

¢ Bandwidth (MB/s): Read/Write rates;
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D Spare drives only ~ Select zones ¥  Select types ~  Group by - ‘
opel - computing Q search
=
@ Vvirtual machines
= Sstorage Data disk 1 : |EAdd : IERoot H user2 :
o=
Size: 15 GB Size: 10 GB Size: 13 GB Size: 10 GB
© Images
State: Ready State: Ready State: Ready State: Ready

m Snapshots

e Firewall

O SSH keys

5 Logout

Group by

D Spare drives only ~ Select zones -  Select types - - ._.

loudstack .
=

& Virtual machines .

Additional Volumes
E Storage
) fmEms Data disk 1 H IEAdd H |IERoot : user2 H

Size: 15 GB Size: 10 GB Size: 13 GB Size: 10 GB

m Bl State: Ready State: Ready State: Ready State: Ready
e Firewall
O SSHkeys

&3]

Logout
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Select accounts

Spare drives only  user -  Selectzones >  Selecttypes ~  Group by -
- =S
c"\Search
Data disk 2 H Template 1 :
Size: 10 GB Size: 2 GB
State: Ready State: Ready

You have no VMs created. When a VM is
created from a template, a disk is created
automatically.

Are you sure you want to create an additional
disk?

CANCEL CONTINUE
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New volume

Name *

Zone * -

Disk offering SELECT

CREATE

Choose disk offering
O ssd.custom Custom Size Ss5D

() ssd.10GB SSD 10GB

() abc SSD 10GB

CAMNCEL SELECT
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IOPS: Read/Write rates and Min/Max values;
* Storage type;
* Provisioning type;
¢ Creation date.

Use the scrolling tool to view them all.

More parameters can be added via the configuration file by an Administrator.

Choose disk offering

O ssd.custom Custom Size 55D Cust?’“\
Bandwidth (MB/s): Read 95  Write a5
IOP5: Read 1000 Write 1000
IOPS: Min - Max -
Storage type: Local
Provisioning type: Thin
Created: 5/30/2018, 5:54 PM GMT+7

CANCEL

Select a disk offering in the list and click “SELECT”.

Choose disk offering
(®) ssd.custom Custom Size SSD Custom .,

() ssd.10GB SSD 10GB 10GB .

() abc SSD 10GB 10GB .

CANCEL SELECT
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If the selected disk offering has a custom disk size (it is set by Administrator), you can change the disk size moving
the slider to the volume size you wish or entering a value into the number field.

New volume

Name *

Data disk 1

()
L
Ln

fone *

Tomsk -

Disk offering SELECT
ssd.custom

Size 1'D| 5 GB
@

CANCEL CREATE

Click “CREATE” to save the settings and create the new volume. You will see the drive appears in the list.

[] spare drives only ~ Select zones +  Select types ~  Group by
Qsearch
Data disk 1 H Data disk 2 H ROOT-604 H ROOT-606 H ROOT-640
Size: 32 GB Size: 28 GB Size: 10 GB Size: 10 GB Size: 10 GB

State: Allocated State: Allocated State: Ready State: Ready State: Ready

Click “CANCEL” to drop all the settings. The drive will not be created then.

2.3.3 Volume Details Sidebar

By clicking a disk in the list you can access the information on the volume.
At the right sidebar you can find two tabs:
1. Volume tab - Provides the information on the disk volume:
* General information - Presents disk size, date and time of creation, the storage type (shared, local).

* Description - Allows entering a short description to the drive. Click at the Description card and enter a short
description in the text block.
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[ Spare drives only ~Selectzones v  Selecttypes v  Group by - A Data disk 2
= o]
Qsearch
General information
Size 2GB
Created 2/8/2018, 11:57
AM GMT+7
Data disk 1 Data disk 2 ROOT-1405 ROOT-1458 Storage type Shared
Size: 2GB Size: 10 GB Size: 10 GB Size: 10 GB Size:
State: Ready State: Ready State Ready State Ready State Description
Click to edit
Disk offering
Name do-1
Read MB/s
Write MB/s
Read 10/s

Write 10/s

Description test-description

Click “Save” to save the description. Description will be saved to volume tags.

You can edit the description by clicking the “Edit” button Z in the tab.
* Disk offering - Presents the information on the disk offering chosen at disk creation.

2. Snapshots tab - Allows creating disk snapshots. Snapshots can be taken for disks with the “Ready” status only.

Click the “Add” button o and enter in the dialog box:

* Name - Define a name for the snapshot. It is auto-generated in the format <date>-<time>. But you
can specify any name you wish.

* Description - Add a description of the snapshot to know what it contains.
Then click “Create” and see the snapshot has appeared in the list.
Every snapshot is saved in a separate card. There you will see the name and time of the snapshot.

For each snapshot the list of actions is available. Find more information on snapshot actions in the Snapshots Action
Box section below.

Snapshots Action Box

Note: For a newly taken snapshot all actions except “Delete” are disabled until the snapshot is backed up to the
Secondary Storage that may take some time. Once it is backed up, a full range of actions is available to a user.

Likewise the Virtual Machine information tab, the same actions are available for a snapshot:
* Create a template - Allows creating a template from the snapshot. This template can be used for VM creation.

Fill in the form to register a new template:

Note: Required fields are marked with an asterisk (*).

e Name * - Enter a name of the new template.
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Data disk 2

General information

Size 2 GB
Created 2/8/2018, 11:57

AM GMT+7
Storage type Shared

—
Description

Enter text

Short description here|

CANCEL SAVE
Disk offering
Name do-1
Read MB/s
Write MB/s
Read I10/s
Write 10/s
Description test-description
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Data disk 2

General information

Size 2 GB

Created 2/8/2018, 11:57
AM GMT+7

Storage type Shared

Description

Short description here ﬁr]

Disk offering

Name do-1

Read MB/s

Write MB/s

Read 10/s

Write 10/s

Description test-description
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Take a snapshot

Name *

171227-1607

Descriptian
Snapshot description here

CANCEL CREATE

* Description * - Provide a short description of the template.
¢ OS type * - Select an OS type from the drop-down list.
* Group - Select a group from the drop-down list.

» Password enabled - Tick this option if the template has the password change script installed. That means the
VM created on the base of this template will be accessed by a password, and this password can be reset.

¢ Dynamically scalable - Tick this option if the template contains XS/VM Ware tools to support the dynamic
scaling of VM CPU/memory.

Click “SHOW ADDITIONAL FIELDS” to expand the list of optional settings. It allows creating a template that
requires HVM.

Once all fields are filled in click “Create” to create the new template.
* Create Volume - Allows creating a volume from the snapshot.
Type a name for a new volume into the Name field in the modal window. Click “Create” to register a new volume.
Click “Cancel” to cancel the volume creation.
* Revert Volume To Snapshot - Allows turning the volume back to the state of the snapshot.
In the dialog box confirm your action. Please, note, the virtual machine the volume is assigned to will be rebooted.

* Delete - Allows deleting the snapshot. Click “Delete” in the Action box and confirm your action in modal
window. The snapshot will be deleted. Click “Cancel” to cancel the snapshot deleting.

2.3.4 Volume Action Box

Action on drives are available under the Actions button

The following actions are available on disk:

2.3. Storage 97



CSUI Documentation, Release 1.410.18

Register a new template

Name * 05 typa *
Template 1 Apple Mac 05 X 10.6 (32-bit)

107255
Description * Group

Description for Template 1 CMS

267255
Password enabled

["] pynamically scalable

HIDE ADDITIONAL FIELDS

] Requires HVM

CANCEL CREATE

New volume

Name

New Volume|

107255

CANCEL CREATE
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Are you sure you want to revert the
owning velume to this snapshot?

For root disks:
¢ Take a snapshot;
* Set up snapshot schedule;
* Resize the disk.
For data disks:
* Take a snapshot;
* Set up snapshot schedule;
e Detach;
¢ Resize the disk;

* Delete.
Q search

ROOT-2222 H ROOT-3379 H 345 H
[B] Take a snapshot

Size: 10 GB Size: 8 GB Size: 10 GB

State: Ready State: Allocated State: Ready ® Setup snapshot schedule
) Atach

For user2 H IEAdd H IERoot Resize the disk :

Size: 11 GB Size: 10 GB Size: 10 GB . I

State: Ready State: Ready State: Ready D [&’l

safari H User H user2 H

Size: 8 GB Size: 10 GB Size: 10 GB

State: Ready State: Ready State: Ready

Take a snapshot

You can take a snapshot of the disk to preserve the data volumes. Snapshots can be taken for disks with the “Ready”
status only.
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Click “Take a snapshot” in the disk Actions list and in the dialog window enter the following information:

Note: Required fields are marked with an asterisk (*).

* Name of the snapshot * - Define a name for the snapshot. It is autogenerated in the form <date>-<time>.
But you can specify any name you wish.

* Description - Add a description of the snapshot to know what it contains.
All snapshots are saved in the list of snapshots. For a snapshot you can:
* Create a template;
 Delete the snapshot.
See the Snapshots Action Box section for more information.
Set up snapshot schedule
This action is available for disks with the “Ready” status only.
You can schedule the regular snapshotting by clicking “Set up snapshot schedule” in the Actions list.
In the appeared window set up the schedule for recurring snapshots:
* Select the frequency of snapshotting - hourly, daily, weekly, monthly;

* Select a minute (for hourly scheduling), the time (for daily scheduling), the day of week (for weekly scheduling)
or the day of month (for monthly scheduling) when the snapshotting is to be done;

¢ Select the timezone according to which the snapshotting is to be done at the specified time;
* Set the number of snapshots to be made.

Click “+” to save the schedule. You can add more than one schedule but only one per each type (hourly, daily, weekly,
monthly).

Resize the disk

Note: This action is available to root disks as well as data disks created on the base of disk offerings with a custom
disk size. Disk offerings with custom disk size can be created by Root Administrators only.

You can change the disk size by selecting “Resize the disk” option in the Actions list. You are able to enlarge disk size
only.

In the appeared window set up a new size and click “RESIZE” to save the edits.

Click “Cancel” to drop the size changes.

Attach/Detach

This action can be applied to data disks. It allows attaching/detaching the data disk to/from the virtual machine.

Click “Attach” in the Actions list and in the dialog window select a virtual machine to attach the disk to. Click
“ATTACH” to perform the attachment.

An attached disk can be detached. Click “Detach” in the Actions list and confirm your action in the dialog window.
The data disk will be detached from the virtual machine.

Delete
This action can be applied to data disks. It allows deleting a data disk from the system.

Click “Delete” in the Actions list and confirm your action in the dialog window.
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Recurring snapshots

Time zone

Monthly

Time zone Number of stored snaps. .
=)

Etc/GMT+12 (GMT-12:00) 1

Resize volume

test-do-1

Mew size

CANCEL RESIZE
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Choose a virtual machine

VMO1

CANCEL ATTACH

™

If a volume has snapshots the system will ask you if you want to delete them as well. Click “YES” to delete the
snapshots of the volume. Click “NO” to keep them.

The data disk will be deleted from the system.

2.4 Images

Contents

* Images
— Images List

* Filtering of Images

Create Template

Create ISO

Template/ISO Details Sidebar
Template/ISO Action Box

In the Virtual Machines -> Images section, you can manage Templates and ISO files that are used as installation
sources for VMs.

A template is a reusable configuration for virtual machines. When users create a VM, they can choose from a list of
templates. Administrators and users can create new templates and add them to CloudStack.
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ISO files are another installation source for virtual machines.

You can switch from Templates to ISOs by selecting a corresponding option above:

Templates S0 Select OS families ~  Select types ~  Select zones ~  Group by - ‘

stack

cloud computing Qsearch

b Virtual machines

E Storage

© Images

@ coreos1745.7.050b

05S: Core0S

Description: SSH key-based authen...

£ debian-940-np-10gb

0S: Debian GNU/Linux 8 (64-bit)
Description: Debian 9.4.0 64bit 10GB

0 Templatel

05S: Apple Mac 05 X 10.6 (64-bit)
Description: egewg

0 Template

0S: Apple Mac OS X 10.6 (64-bit)
Description: 123

m Snapshots

@ Firewall Q ubuntu-1404-np-1...

0S: Ubuntu 14.04 (64-bit)
Description: NetPoint Ubuntu 14.04..

-& ubuntu-1604-np-1... Q ubuntu-1804-np-1...

@ USER's

0S: Apple Mac 0S X 10.6 (32-bit)
Description: Test

0S: Ubuntu 16.04 (64-bit)
Description: NetPoint Ubuntu 16.04...

0S: Ubuntu 16.04 (64-bit)

O SSH keys Description: NetPoint Ubuntu 18.04...

E Logout

© 2018, Bitworks Software, Ltd.

2.4.1 Images List

Existing templates/ISOs are presented in the list in the “Images” section. A user can see the templates/ISOs belonging
to his/her user only. Domain Administrator can see templates/ISOs of all users in the domain but cannot perform
actions on other users’ templates.

T
You can switch the list view of templates/ISOs to the box view using the view button ™™ in the upper-right corner.

For each template/ISO in the list, you can see its name, OS family, description. The Actions button * expands the list
of actions. Actions are available to those templates/ISOs that belong to your user only (corresponding to “My” type).
Administrators can see templates/[SOs of all users in the domain, but cannot manage them.

Filtering of Images

The list of templates/ISOs can be filtered using the filtering tool. The filtering parameters are as follows:
¢ Accounts (for Domain Administrators);
e OS families;
* Types of templates/ISO:

— My - for user’s templates or ISOs (Private),
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— Featured - for templates marked by an Administrator as most prominent for users to select,

— Community - for templates accessible to all users of this CloudStack installation (Public);

» Zones.
= Templates 50 [Sele(t accounts * Select 05 families ~  Select types *  Select zones vI Group by - ‘
C!OUdsEgmgumI‘u Q search
= Admin or

=

b Virtual machines
A s @ coreos-1745.7.0-5gb Q) debian-940-np-10gb € Emplatel @ emplate
o= L

© Images

a Snapshots

G Firewall

©v SSH keys

05: Core0s

Description: 55H key-based authen...

A ubuntu-1404-np-1...

0S: Ubuntu 14.04 (64-bit)

Description: NetPoint Ubuntu 14.04...

0S: Debian GNU/Linux 8 (64-bit)
Description: Debian 9.4.0 64bit 10GB

A ubuntu-1604-np-1...

0S: Ubuntu 16.04 (64-bit)

Description: NetPoint Ubuntu 16.04...

0S: Apple Mac 0S X 10.6 (64-bit)
Description: egewg

A ubuntu-1804-np-1...

05S: Ubuntu 16.04 (64-bit)

Description: NetPoint Ubuntu 18.04...

0S: Apple Mac 0S X 10.6 (64-bit)
Description: 123

@ users

0S: Apple Mac 05 X 10.6 (32-bit)
Description: Test

E Legout

Besides, you can adjust the list view using the grouping tool. Templates/ISOs can be grouped by zones or/and groups.
Administrators can group the list by accounts.

Use the search tool to easily find a template/ISO by its name or by a part of the name.

2.4.2 Create Template

There is a variety of ways to add more templates to the system. In the VM Details Sidebar section, we have described
one way of template creation from a VM volume snapshot in the “Storage” tab of the VM information sidebar (see
Snapshot Action Box). From the Volume Details Sidebar of the “Storage” section, you also can create a template on
the base of the volume snapshot (see Snapshots Action Box).

One more way to create a new template is filling in the form in the Images section by clicking “Create” o in the
bottom-right corner.

It will open a creation form where you should specify the following information:

Note: Required fields are marked with an asterisk (*).

1. Name * - Enter a name for the new template.
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Group by
Templates | 1SO select accounts ~ ~  Select OS families +  Select types ~  Select zones ~  select groups — L)
[] zones
= [] Accounts
Qsearch C

Databases

’Q Template 1 :

05:Ubuntu 9.10 (64-bit)
Short description for Template 1

General
‘ new template 3 & template from snapshot? ‘ template-http ‘ template-1 . template-snap-1 . Template 4 :
0S:Apple Mac 0S X 10.7 (32-bit) 0S:Ubuntu 10.04 (64-bit) 0S:Apple Mac 0S X 10.6 (64-bit) 0s:Apple Mac 0S X 10.6 (32-bit) 0S:Apple Mac 0S X 10.6 (32-bit) 0S:Apple Mac OS X 10.7 (64-bit)
a description a description Template to test VM creation with .. description snapshot a description

4\ Ubuntu server 14.04 (...

0s:Ubuntu 14.04 (32-bit)
Ubuntu Server 14.04 (LVM2, IPv6)

Register a new template

Name 05 type *
Template 1 Centos 7.2

101255
Description * Zone*

Short description for Template 1 Zonel

321255

URL* Group

JCentOS-7-x86_64-Azure-1703.qcow2 Databases
731255

Password enabled

[] oynamically scalable

HIDE ADDITIONAL FIELDS

Hypervisar

KoM [] extractable

Requires HVM

Format

VHD
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Description * - Provide a short description to have a general idea about the template.
URL * - Specify a valid URL of the template file.

OS type * - This helps CloudStack and the hypervisor perform certain operations and make assumptions that
improve the VM performance. Select from the drop-down list the necessary option, or select “Other” if there is
no needed option in the list.

Zone * - Choose the zone where you want the template to be available.

Group - Select a group from the drop-down list. The list of groups is managed by Administrator in the config-
uration file. The group assigned to a template is saved to template tags with the csui.template.group
tag. The group can be edited or deleted from the Template/ISO Details Sidebar from the “Template” tab or by
editing or deleting the corresponding tag in the “Tags” tab.

Password enabled checkbox - Tick this option if your template has the CloudStack password change script
installed. That means the VM created on the base of this template will be accessed by a password, and this
password can be reset.

. Dynamically scalable checkbox - Tick this option if the template contains XS/VM Ware tools to support dynamic

scaling of VM CPU/memory.
“Show additional fields” allows expanding the form and set more settings:
* Hypervisor - Select a hypervisor from the drop-down list.
» Format - The format of the template upload file, e.g. VHD or RAW or VMDK.

 Extractable - Tick this option if the template is available for extraction. If this option is selected, end-users
can download a full image of a template.

* Requires HVM - Tick this option for creating a template that requires HVM.

Once all fields are filled in, click “Create” to create the template with these settings. The created template will appear
in the list.

Click “Cancel” to close the form without template creation. All fields will be cleared.

2.4.3 Create ISO

You can create a new ISO file in the Images section by clicking “Create” o in the bottom-right corner.

It will open a creation form where you should specify the following information:

Note: Required fields are marked with an asterisk (*).

A

Name * - Enter a name for the new ISO file.
Description * - Provide a short description to have a general idea about the ISO file.
URL * - Specify a valid URL of the ISO file.

OS type * - This helps CloudStack and the hypervisor perform certain operations and make assumptions that
improve the VM performance. Select from the drop-down list the necessary option, or select “Other” if there is
no needed option in the list.

Zone * - Choose the zone where you want the ISO file to be available.
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Register a new 1SO

Name * 05 typa*
10 21 CentOS 5.0 (64-bit)

61255
Description * Zone

Short description for 1SO 21 Zone 1

28255
URL* Graup

/Cent05-7-x86_64-Azure-1703.qcow2 Databases
731255

HIDE ADDITIONAL FIELDS

[] Extractable

Bootable

CREATE

6. Group - Select a group from the drop-down list. The list of groups is managed by Administrator in the con-
figuration file. The group assigned to ISO is saved to ISO tags with the csui.template.group tag. The
group can be edited or deleted from the Template/ISO Details Sidebar from the “Template” tab or by editing or
deleting the corresponding tag in the “Tags” tab.

7. “Show additional fields” allows expanding the form and set more settings:

 Extractable - Tick this option if the ISO file is available for extraction. If this option is selected, end-users
can download a full image of an ISO file.

* Bootable - Tick this option to indicate whether the machine can be booted using this ISO.

Once all fields are filled in, click “CREATE” to create the ISO file with these settings. The created ISO file will appear
in the list.

Click “CANCEL” to close the form without ISO creation. All fields will be cleared.
The created ISO will appear in the list.

2.4.4 Template/ISO Details Sidebar

The information on each template/ISO is presented in the sidebar to the right. It is opened by clicking the template/ISO
card or line in the list. The information is presented here in 3 tabs. Above the tabs you can see the template/ISO general
information:

¢ Name - Template/ISO name and symbol,
 Actions button - Actions list allowing the Delete action.
1. Template tab:
* Description - Template/ISO description provided at its creation.

* OS - The OS selected for this template/ISO.
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Templates SQ Template 1 H
Select OS families - Select types - Select zones - .- (5, p d
Group by - -s
Description
O\Search Short description for Template 1
0s
Ubuntt 0 (64-b
é Template01 Q Template02 & Template 1
0S:Cent0s 7 05:Cent0S 5.3 (64-bit) 05:Ubuntu 9.10 (64-bit)
123 23423 Short description for Template 1
@ Template03 - 9 Template04 g e Template05
0S:Apple Mac OS5 X 10.6 (64-bit) 0S:Apple Mac OS X 10.6 (32-bit) 0S:Apple Mac OS X 10.6 (32-bit)
Template to test VM creation with test-description test-snapshot
é Ubuntu Server 14.04 (... ® Template07
0S:Ubuntu 14.04 (32-bit) 0S:Apple Mac 0S X 10.6 (32-bit)
Ubuntu Server 14.04 (LVM2, IPvE) wefwefew Download URL

nttps://cloud.centos.org/centos/7/ rl:l

* General Information - The settings saved for this template/ISO: size, creation date, type, hypervisor, other

settings.
* Download URL - The URL provided for this template/ISO. Next to it you can see the “Copy” icon D
Click it to copy the URL to clipboard and then paste it in the address line.

¢ Group - Shows the template/ISO group if it is enabled via the configuration file. You can change the group

by clicking “Edit” /" Choose an existing group in the appeared window and click “ASSIGN” to assign
the template/ISO to the selected group. You can remove the template/ISO from the group. Select the
“Remove from the group <group name>" option and click “REMOVE”.

2. Zones tab - Shows the zone where the template/ISO is available. If the zone has “Yes” for the Ready status, the
template/ISO can be used for VM creation.

3. Tags tab - Presents the list of tags assigned to the template/ISO.

Tags can be system or non-system. System tags are used to provide the functionality from the user interface perspec-
tive. Changing these tags affects the functionality of the application. The “Show system tags” checkbox allows to
view or hide system tags of the template. Hiding system tags helps to avoid accidental unwanted changes. If a user
has disabled displaying of these tags, the system will remember it and next time tags will also be hidden. Uncheck the
“Show system tags” checkbox to hide system tags from the list.

The following system tags can be used for templates/ISOs:
* csuil.template.group - Used to assign a template/ISO to a group.

* csui.template.download-url - Used for URL, if any provided for the template/ISO.
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é Template 1
@ ® L
B o
Zonel
Ready Mo

H 1

® 4

-]
o Q Search %

Show system tags

csui

csui.template.download-url https...

csui.template.group databases

g
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Note: Please, see the list of tags to find system tags that can be used for a template/ISO.

To find the tag you are interested in, please, use the search tool above the tag list. You can enter a name or a part of the
tag name to distinguish it in the list.

To add a tag for the template/ISO click “Create” ° In the appeared form enter:
* Key *

¢ Value *

Note: Required fields are marked with an asterisk (*). The values in the fields cannot start with a space.

Click “Create” to assign a new tag to the template/ISO.

Create a new tag

Key *
prefix.example

14 /255
Value *

1

CANCEL CREATE

When adding a system tag, click “+” in the card to open the creation form. You will see that the csui prefix is
automatically prepopulated here.

If you create a non-system tag, it will be saved in a new card. If you have entered a key in the format <prefix>.
<example>, a card will be named as “<prefix>". When creating a new tag from this card, click “+” in the card and
in the tag creation form the Key field will be prepopulated with the <prefix>.

Tags can be edited or/and deleted. Mouse over the tag in the list and see “Edit” and “Delete” buttons.

Click “Edit” to change the tag’s key or value in the appeared form. Save the edits.
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Create a new tag

Key *
csui|
n

b

Value *

CANCEL CREATE

Create a new tag

Key *
prefix.
N

)

Value *

CANCEL CREATE
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H 11

® 2

0
o Q Search

Show system tags

csui

csui.template.download-url https...

csui.template.group databases
+

prefix

prefix.example » § 1
+
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Click “Delete” to delete the tag from the list for this template. Confirm your action in the dialog window. Make sure
the tag disappeared from the list of assigned tags.

2.4.5 Template/ISO Action Box

By clicking “Actions” * you can expand the list of actions for those templates/ISO that are in the account your user
belongs to (corresponding to “My” type). The deleting action is available here.

Q. search

e

Click “Delete” to delete the template/ISO and then confirm your action in the dialog window. The template/ISO will
be deleted.

Click “Cancel” to close the window without deleting a template/ISO.

2.5 Snapshots

Contents

* Snapshots
— Snapshots List
x Filtering of Snapshots

— Snapshot Details Sidebar

— Snapshot Actions Box

The Virtual Machines -> Snapshots section contains the information on snapshots - Volume snapshots and Virtual
Machine snapshots - existing in the system.

A Volume snapshot is a capture of virtual machine disks. You can find more information on volume snapshots in the
Apache CloudStack documentation.

Virtual Machine snapshots allow users to preserve the VM data volumes and its CPU/memory state. Currently we
support VM snapshots for the KVM hypervisor only. For more information about Virtual Machine snapshots check
out the official documentation.
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Select a date

Voume VM Selectaccouns v Selectiypes - Groupby - 11232018 (R a
Q search
@ Virtual machines
® user-vm-snap_ROOT-49... ®d2 ® vm-381_d2_201811230... ® detached_|IERoot_2018...

o=
o= Storage

© images

Volume: ROOT-4925
Created: 11/23/2018, 11:00 AM GMT+7

Volume: Deleted
Created: 11/23/2018, 9:08 AM GMT+7

Volume: Deleted
Created: 11/23/2018, 8:00 AM GMT+7

Volume: IERoot
Created: 11/23/2018, 8:00 AM GMT+7

Snapshots

@ vm-381_ROOT-2222_20...
Firewall

Volume: ROOT-2222

SSH keys Created: 11/23/2018, 8:00 AM GMT+7

= Viewlogs

5] Logout

2.5.1 Snapshots List

All snapshots existing in the system are presented in the list format. There are two lists in the section - Volume
snapshots and Virtual Machine snapshots. To move between lists use the switch button at the top.

Select a date

Select accounts ~  Selecttypes ~  Group by -~ 11/23/2018 m ‘

cloudstack

d computing Q search

@ Virtual machines

® user-vm-snap_ROOT-49... $ ®d2 ® vm-381_d2_201811230... ® detached_|ERoot_2018...

=
== Storage

Volume: ROOT-4925 Volume: Deleted Volume: Deleted

Created: 11/23/2018, 8:00 AM GMT+7

Volume: IERoot

© images Created: 11/23/2018, 11:00 AM GMT+7 Created: 11/23/2018, 9:03 AM GMT+7 Created: 11/23/2018, 8:00 AM GMT+7

B Ssnapshots

@ Firevall

O SSHkeys

® vm-381_ROOT-2222_20...

Volume: ROOT-2222
Created: 11/23/2018, 8:00 AM GMT+7

= Viewlogs

5] Logou

T
The list of snapshots can be presented in the box view or in the list view. Change the view using "™ / "®® button.
For each snapshot in the list the following information is presented:

* State bullet - green for a backed up snapshot, red for any error behavior, yellow for a snapshot being created,
grey for allocated.

¢ Name of the snapshot.
¢ Volume/VM name the snapshot is created for.

¢ Date and time of creation.

[ ]
« Actions button *.

Filtering of Snapshots

Filtering of snapshots is available above the list.

You can filter the list by the following parameters:
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Volume VM Select types ¥  Select VMs v  Groupby - 1‘1‘!1:1!2‘;18 () a
Q search

i=
® uservm-snap ROOT-48... } ®d2

Volume: RODT-4925

Created: 11/23/2018, 11:00 AM GMT+7

* by Accounts (available to Administrators).

* by Type - Hourly, Daily, Weekly, Monthly, Manual depending on the schedule of snapshotting (available for
Volume snapshots).

* by Virtual Machine - Select a VM or VMs in the drop-down list to filter the list for the snapshots belonging to
the disks of the VM or VMs.

* by creation date - Select a date using a date picker to filter the list for the snapshots created within the specified
period.

You can group snapshots:

* by Accounts (available for Administrators) and/or

* by Type (for Volume snapshots) or

e by VM (for VM snapshots)(is not currently available).
The searching tool allows to find a snapshot by:

* its name or a part of the name;

* snapshot description.

2.5.2 Snapshot Details Sidebar

A details sidebar presents the information on a snapshot. It appears to the right by clicking a snapshot in the list.

For a Volume snapshot the following information is presented in the details sidebar:

* Snapshot name, a state bullet and actions under the E button;

¢ Date and time of creation;

* Type - Presents the snapshot type - Hourly, Daily, Weekly, Monthly, Manual;
* Volume information and a virtual machine it is assigned to.

For a VM snapshot the following information is presented in the details sidebar:

-
* Snapshot name, a state bullet and actions under the : button;

¢ Date and time of creation;
* Type - Presents the snapshot type, e.g. DiskAndMemory;

* Current - Defines if the snapshot refers to the most recent snapshot compared to the current state of the VM;

2.5. Snapshots 115



CSUI Documentation, Release 1.410.18

Select a date
® user-vm-snap_ROOT-4925_20..
Volume Select accounts ~  Select types ~  Group by ~ 11/23/2018 E -‘ P =
Details
Qs
gah Created 11/23/2018, 11:00 A
Type Daily
Volume information
® user-vm-snap_ROOT-49... H ®d2 H ® vm-381_d2_201811230... H ® detached_|ERoot_2018... H oV
Virtual Machine
Volume: ROOT-4925 Volume: Deleted Volume: Deleted Volume: IEReat Vour e
Created: 11/23/2018, 11:00 AM GMT+7 Created: 11/23/2018, 9:03 AM GMT+7 Created: 11/23/2018, 8:00 AM GMT+7 Created: 11/23/2018, 8:00 AM GMT+7 Crea

 Parent - Shows a parent snapshot (if any exists) of this snapshot;
* Description for the snapshot provided at creation;

e The name of a virtual machine the snapshot belongs to. It is a link that opens details of the VM for more

information.
Select a date S hot 2 .
napshol H
e VM Select accounts ~  SelectVMs ~ 12/4/2018 E ‘ > *
Details
Created 12/4/2018, 11:59 AM GMT+7
Type DiskAndMemory
® Snapshot 2 : .
Current true
VM name: vm-user-381 Parent
Created: 12/4/2018, 11:59 AM GMT+7
Description
A short description for £ 0t 2

VM information

vm-user-381

2.5.3 Snapshot Actions Box

The following actions are available for Volume snapshots:
* Create template;
¢ Create volume;
* Revert volume to snapshot;

¢ Delete.
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® 180212-1404

Volume: Deleted

Created: 2/12/2018, 2:04 PM GMT..

® 180212-1402

Volume: Deleted
Created: 2/12/2018, 2:02 PM GMT.

® 180212-1352

Volume: Deleted

Created: 2/12/2018, 1:52 PM GMT.

@& 180212-1351

Volume: ROOT-833

Created: 2/12/2018, 1:51 PM GMT.

e 180212-1159

Volume: ROOT-1562

Created: 2/12/2018, 11:59 AM GM..

e 180212-1351 e 180212-1351 o Create template
Volume: ROOT-1438 Volume: ROOT-1438 -
Created: 2/12/2018, 1:51 PM GMT. Created: 2/12/2018, 1:51 M| om  Create volume GM.
£ Revert volume to snapshot
e 180212-1117 -
B Delete
Volume: Deleted

Created: 2/12/2018, 11:17 AM GM

The following actions are available for Virtual Machine snapshots:
* Revert VM to snapshot;

¢ Delete.

eVM1 : VM2

VM name: VM 1 VM name: VM 2
Created: 11/21/2018, 1:53 PM GMT. Created: 11/21/2018, 1:50 PMGM] B Delete

£2) Revert VM to snapshot

eVM4 : ®VM5 H

VM name: VM 5
21/2018, 9:45 AM GMT

VM name: VM 4
Created: 11/21/2018, 1:50 PM GMT. Created: 11

® 180212-1351

Volume: ROOT-1438

Created: 2/12/2018, 1:51 PM GMT.

e 180212-1151

Volume: ROOT-1562

Created: 2/12/2018, 11:51 AM GM.

i0 PM GMT.

Note: For a newly created snapshot the “Delete” action is available only till the snapshot is backed up to the Secondary
Storage that may take some time. Once it is backed up (marked with a green state icon), a full range of actions is

available to a user.

Below you will find details for each action.
Create Template
Open a creation form to register a new template from a Volume snapshot.

Fill in the fields:

Note: Required fields are marked with an asterisk (*).

* Name * - Enter a name of the new template.
* Description * - Provide a short description of the template.
* OS type * - Select an OS type from the drop-down list.

* Group - Select a group from the drop-down list.
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 Password enabled - Tick this option if your template has the CloudStack password change script installed. That
means the VM created on the base of this template will be accessed by a password, and this password can be
reset.

* Dynamically scalable - Tick this option if the template contains XS/VM Ware tools to support dynamic scaling
of VM CPU/memory.

Click “Show additional fields” to expand the list of optional settings. It allows creating a template that requires HVM.
Tick this option in this case.

Once all fields are filled in click “Create” to create the new template.

Register a new template

Mame * 05 type *

Template 1 Apple Mac OS X 10.6 (32-bit) -~

Description * e Group

Description for template 1 High CPU -
26 / 255

Password enabled
[ | Dynamically scalable

HIDE ADDITIONAL FIELDS

Requires HVM

CANCEL CREATE

Click “Cancel” to cancel the template creation.

Create Volume

This action allows creating a volume from a Volume snapshot.

Type a name for a new volume into the Name field in the modal window. Click “CREATE” to register a new volume.
Click “CANCEL” to cancel the volume creation.

Revert Volume to Snapshot

This action is available for Volume snapshots. It allows turning the volume back to the state of the snapshot. It is
available to those snapshots that have a volume.

In the dialog window confirm your action. Please, note, the virtual machine the volume is assigned to will be rebooted.

Revert VM to Snapshot
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New volume

Name *
New Volume

104255

CANCEL CREATE

Are you sure you want to revert the
owning volume to this snapshot? Virtual
Machine will be rebooted.

NO YES

This action is available for Virtual Machine snapshots. It allows turning the VM back to the state of the snapshot. It is
useful if you implemented any changes to the VM and they went wrong so this action allows quick restoring of a VM
to its previous state.

Select “Revert VM to Snapshot” from the actions list and confirm your action in the dialog window. The VM state
will be reverted to the snapshot.

Are you sure you want to revert VM to
this snapshot?

Note: It is not allowed to revert a machine to snapshot if the current Service Offering of the VM differs from that
used at the moment the snapshot was taken.

Delete
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This action allows deleting a snapshot from the system.

Click “Delete” in the Action box and confirm your action in modal window. The snapshot will be deleted.

Are you sure you want to delete this
snapshot?

NO YES

Click “NO” to cancel the snapshot deleting.

2.6 Firewall

Contents

e Firewall

— Firewall List

Create a Security Group Template

Create a Shared Security Group

Private Security Groups

Security Group Details Sidebar
— Security Group Action Box

x Edit a Firewall Template/Security Group

x “Convert to Shared” Action for Private Security Groups

The Virtual Machines -> Firewall section allows managing security groups that are used for isolating traffic to virtual
machines.

Read more about security groups in the official documentation of CloudStack.
In this section, a user can see and manage firewall templates, shared and private security groups.

Firewall templates are presets of rules that can be system or custom (that is created by a user). These presets will be
used when creating a new security group. Administrators can specify system presets during the interface deployment
via the JSON configuration file (find more in the configurations guide). They will always be available for creation of
anew group.

A custom security group template can be created via the UI. Find more information on how to create a custom security
group template at Create a Security Group Template.

Upon VM creation, a user applies templates (if they exist) to create a new security group for a VM. These rules make
a private security group used for that virtual machine only. Thus, when a user changes the rules for a certain virtual
machine, it does not affect other machines.
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= Firewall Templates Shared Security Groups Private Security Groups a

ce cloud computing Q search
- user

=
b Virtual machines
System
E Storage
© Images ICMP Permit All : TCP Permit All t  UDP Permit All
Description: Permits all ICMP traffic Descriptien: Permits all TPC traffic Description: Permits all UDP traffic

m Snapshots

a Firewall

O SSH keys

E Logout

© 2018, Bitworks Software, Ltd.

The second way is to use a shared security group for your virtual machine. Shared groups are used by several VMs.
Changes of rules in them may affect other VMs.

A default security group can be defined for the account. It will be preselected for each new virtual machine. Please,
read the configuration guide to find more information on how to set up a default security group.

Users can manage security group rules in two modes: a “view” mode with filtering by types and protocols and an
“edit” mode. Security groups editing is available when switching from “view” mode to “editing” mode. If the group
is shared, the user is warned that changes will affect other VMs using this group. This behavior allows avoiding
undesirable changes for other VMs.

Templates, shared and private security groups are placed in different tabs of the Firewall section. You can switch from
templates to shared or private security groups using the tool above the list.

A user can see security groups of his/her user only. An Administrator can observe security groups of all accounts in
the domain.

2.6.1 Firewall List

The security groups are presented in a list format. You can change the view from list to cards clicking the switch view

. T )
icon "™ /®EE i, the upper-right corner.

To quickly find the security group you need, please, use the search tool above the list. Enter a name or a part of the
name of the template/security group and see the immediate result.

Administrators can filter the list of templates/shared groups by accounts.
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[ Firewall Templates Shared Security Groups Private Security Groups ] a

tack

d computing Qsearch

Virtual machines

System

o
om Storage

ICMP Permit All H TCP Permit All H UDP Permit All

Description: Permits all ICMP traffic Description: Permits all TPC traffic Description: Permits all UDP traffic

e Firewall

O SSH keys

E Logout

Select accounts
user - Q Search
k)

System

ICMP Permit All : TCP Permit All : UDP Permit All

Description: Permits all ICMP traffic Description: Permits all TPC traffic Description: Permits all UDP traffic

Custom

Template 1 :

Description: Short descrition for Te...
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2.6.2 Create a Security Group Template

You can create your own template. It will be available as a base at a new private security group creation for VM.

A new security group template is created on the base of existing templates. This security group will be created as a
custom template (with a custom-template type).

If you would like to create a new security group template, click “Create” ° in the bottom-right corner and fill in
the form:

Create new template

Name *

Template 1

10/ 255
Description

Short descrition for Template 1

31/255

Basic rules EDIT

Based on TCP Permit All, UDP Permit All

CANCEL CREATE

Note: Required fields are marked with an asterisk (*).
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* Name * - Enter a name for the template.
 Description - Provide a short description for the firewall template.

* Basic rules - Click “ADD” to open the list of rules to assign them to the template. In the appeared window

select a template in the “All templates” list at the left and move it to the “Selected templates™ list at the right by
clicking the arrow icon:

Build a new security group

All templates SELECT ALL Selected templates

TCP Permit All
UDP Permit All f&]
ICMP Permit All

Template 1

Metwork rules

CANCEL SAVE

Click “SELECT ALL” to move all templates from left to right at once.

Click “RESET” to drop all selected templates.

In the list below you will see the rules corresponding to the selected templates. All of them are checked as selected.
Uncheck those you do not wish to add to your firewall template.

Click “SAVE” to apply the selected rules to your security group template.

Click “CANCEL” to drop the selected options. No rules will be assigned to the template. You will return to the
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Build a new security group

All templates SELECT ALL Selected templates RESET
UDP Permit All TCP Permit All
ICMP Permit All
Template 1

Network rules
Incoming TCP traffic to ip 0.0.0.0/0 to port range 1-65535
Outgoing TCP traffic to ip 0.0.0.0/0 to port range 1-65535 %
CANCEL SAVE
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“Create a new security group” window.

When all fields are completed, click “CREATE” to create the new firewall template. The template will appear in the
list of firewall templates as Custom:

Q Search

System

ICMP Permit All H TCP Permit All : UDP Permit All :

Description: Permits all ICMP traffic Description: Permits all TPC traffic Description: Permits all UDP traffic

Custom

Template 1 :

Description: Short descrition for Te

Click “CANCEL” to cancel the template creation process. No firewall templates will be created then. All fields will
be cleared in the form.

2.6.3 Create a Shared Security Group

You can create a shared security group and it will be available for creating virtual machines of other users.

A new shared security group is created on the base of existing templates. This security group will be created with a
shared type.

If you would like to create a new shared security group, navigate to the Shared Security Group section and click
“Create” in the bottom-right corner. Then, fill in the form:

Note: Required fields are marked with an asterisk (*).

* Name * - Enter a name for the group.
* Description - Provide a short description for the group.

* Basic rules - Click “ADD” to open the list of rules to assign them to the group. In the appeared window select a
template in the “All templates” list at the left and move it to the “Selected templates” list at the right by clicking
the arrow icon:

Click “SELECT ALL” to move all templates from left to right at once.
Click “RESET” to drop all selected templates.

In the list below you will see the rules corresponding to the selected templates. Check those you wish to add to your
shared security group.

Click “SAVE” to apply the selected rules to your security group template.
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Build a new security group

All templates SELECT ALL Selected templates

TCP Permit All
UDP Permit all &

ICMP Permit All

Template 1

Metwork rules

CANCEL SAVE
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Build a new security group

All templates SELECT ALL Selected templates RESET
UDP Permit All TCP Permit All
ICMP Permit All
Template 1

Network rules
Incoming TCP traffic to ip 0.0.0.0/0 to port range 1-65535
Outgoing TCP traffic to ip 0.0.0.0/0 to port range 1-65535 %
CANCEL SAVE
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Click “CANCEL” to drop the selected options. No rules will be assigned to the security group. You will return to the
“Create a new security group” window.

Create new shared group

MName *

Shared 5G 1

11/255
Description

Short description for Shared SG 1

Basic rules

Based on TCP Permit All

CANCEL

Click “CREATE” to create the new shared security group. The group will appear in the list of shared security groups.

Click “CANCEL” to cancel the group creation process. No group will be created then. All fields will be cleared in the
form.

2.6.4 Private Security Groups

Private security groups are listed in the Private Security Groups section.

Security groups appear in this section once they are created for a virtual machine (see Create a Virtual Machine). A
private security group name has the following format - sg—{{ virtual machine name }} - containing the
name of the virtual machine it is created for.

You can quickly find a group by its name or a part of the name using the searching tool above the list.
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Q Search

default

Description: Default Security Group

Shared groupl H

Description:  Short descrition for Share. ..

Shared SG 1 :

Description:  Short description for Shar...

Security Group 2

Description:  user security group

Firewa emplates
Search
[] Orphan 212

L=
-}

hared Security Groups

8a385460-985f-4812-83f6-...3

VM name:

Mot available

Private Security Groups
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Besides, Administrators can filter the list by accounts.

Private Security Groups a

Selectaccounts =[] Orphan X search

ff8b62f1-9ab2-4971-982b-... § c59ee72d-8183-40cf-b845-...

VM name: Not available VM name: vm-develop-337

You can filter the list by ticking the “Orphan” checkbox above. It allows displaying only the security groups that are
not used by any machine.

Private Security Groups a

orphan  Qsearch

ff8b62f1-9ab2-4971-982b-... §

VM name: Notavailable

The “Orphan” option appears above the list in case the security groups that are not used by any VM exist in the list.
This might happen in case a VM has been deleted but a group has been not (because of an error or incorrect behavior).

2.6.5 Security Group Details Sidebar

You can see the firewall rules details in the sidebar to the right.

Click the template/shared/private security group in the list and open the sidebar. You will see two tabs there - Details
and Tags.

The Details tab contains the following information:
¢ Name of the security group;

e Security Group Action Box under *;
* ID of the security group;
 Description giving an idea what the security group contains (not available for private security groups);

* Type - Defines the security group types. For firewall templates it can be custom-template for custom
templates, or predefined-template for system templates. For shared security groups it is shared. For
private security groups you will see private.

For shared security groups you also can see what virtual machines are assigned to this group. The machine name in
the list is active. You can move to the virtual machine details bar by clicking it.

For private security groups a VM name is also displayed in the details sidebar, but it is not active.

The Tags tab presents the list of tags assigned to the security group. Using the search tool above you can quickly find
a tag by its name.
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Firewall Templates | Shared Security Groups  Private Security Groups a Template 1
Qsearch )
Details
1D 3307c2fb-90cf4ca6-8071-f1dc869.
Name Template 1
System
Description this is the 15t template
. . . Type custom-template
ICMP Permit All H TCP Permit All H UDP Permit All H
Description: Permits all ICMP traffic Description: Permits all TPC traffic Description: Permits all UDP traffic
Custom
Template 1

Description: this is the 1t template

default

O |

Details

ID 33bde2cb-c13a3-434d-958b-3b410...
Name default
Description Default Security Group

Type shared

VMs using the group

i
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System tags are listed in a separate card.

Template 1

)  _

o G“_u.-u!-;.l‘

Show system tags

LT 1

csul

om...

]

U

L=

csui.security-group.ty...

+

lick ° to add a tag. Enter a key and a value.

Note: Both fields are required. The input values for both fields cannot start with a space.

Click “CREATE” to create the new tag. It will be saved in a separate card.

An existing tag can be edited or deleted by clicking a correspondent icon next to the tag’s name.

2.6.6 Security Group Action Box
Firewall templates, shared and private security groups have an Action box with the following actions in it:

* View - Allows viewing the rules in the group/template. Click “Rules” © to open the rules implemented to
the template.

* Delete - Allows deleting the group or the template from the system.

Note: A template/security group cannot be deleted if it is used for a virtual machine, or it belongs to another user.
Deleting action is not available for system firewall templates.
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Create a new tag

Key®
index.abc

Value *

abc

CANCEL CREATE

Edit a Firewall Template/Security Group

When clicking “Rules” @ in the Action box you open a modal window where the rules of the template/security
group are listed. The list of rules can be filtered by:

¢ IP versions - IPv4 and/or IPv6;
* Types - Ingress and/or Egress;
¢ Protocols - TCP and/or UDP and/or ICMP.

Besides, you can group the rules by types and/or protocols.

Rules for Template 1

Select IP version - Select types - Select protocals

Incoming

Incoming ICMP traffic from ipv4 000,00 of ICMP type Any [-1] and ICMP code Any [-1]
Incoming TCP traffic from ipv4 0.0.0.0/0 to VM port 1
Incoming TCP traffic from ipv4 0.0.0.0/0 to VM port 111

Qutgoing

Outgoing UDP traffic to ipv4 0.0.0.010 to port range 1-65535

You can edit the implemented rules right in this modal window by clicking “EDIT” below the list. When switching to
the edit mode you are enabled to add rules or delete the selected ones from the list.

To add rules, please, fill in the fields in the panel above the list and click “+:
Validation
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Edit rules for Template 1

CIDR vafub *
Ingress - TCP * 10.1.2.3)1

Incoming

Incoming TCP traffic from ipvé ::/0 to VM port range 0-2

Inceming TCP traffic frem ipvé ::/7 to VM port range 0-2

Incoming ICMP traffic from ipv6 ::/0 of ICMP type ination Unreachabl ge [1]and ICMP code No route to I
destination [0]

Incoming ICMP traffic from ipw6 ::/90 of ICMP type Any [-1] and ICMP code Any [-1] .

Outgoing

Outgoing UDP traffic to ipv6 ::/0 to port range 1-3 .

CLOSE

Please, make sure you enter valid values for Start and End ports:

* Start port can be less or equal to End port. For more convenience, we added the autocomplete, that is, when
entering a Start port value, the End port field is prepopulated with an equal value.

* The values in these fields cannot be greater/less than maximum/minimum allowed values (for TCP/UDP max
port is 65535, for ICMP - 255).

* The fields cannot be empty.
For ICMP type make sure you input a valid CIDR, ICMP type and code.

* You will not be able to enter an ICMP type and a code until a valid CIDR is specified. Likewise, you will not be
able to enter an ICMP code until a valid ICMP type is specified.

* CIDR allows entering IP addresses in both IPv4 and IPv6 formats.

e ICMP IPv6 the “[-1] Any” value is supported for type and code.

* ICMP type and code fields cannot be empty.
For invalid values the add button “+” is disabled.
To delete rules, please, click the Delete icon in the list. The rule will be deleted from the security group.
Then you can move back to the view mode, or close the window. You will see the rules are edited.
Please, note, when editing shared security groups, a warning message appears:

Click “Yes” if you still want to edit a shared security group. You will be switched to the “Edit” mode. Change the
security group as you need following the instructions above.

Note: Editing is not available for system firewall templates and security groups of other users. You can view the rules
only.
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Edit rules for Template 1

CIDR v4ivb * Start port * = End port*
Ingress - TCP + 10.1.2.31 5 s 06

Incoming

Incoming TCP traffic from ipvé ::/0 to VM port range 0-2
Incoming TCP traffic from ipvé ::/7 to VM port range 0-2 .

Incoming ICMP traffic from ipvé ::/0 of ICMP type ination Unr ge [1] and ICMP code No route to i
destination [0]

Incoming ICMP traffic from ipw6 ::/90 of ICMP type Any [-1] and ICMP code Any [-1] .

Outgoing

Outgeing UDP traffic to ipvé ::/0 to port range 1-3 .

CLOSE

This group is shared. Other VMs that use this
group will also be affected. Are you sure you
want to edit this group?
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“Convert to Shared” Action for Private Security Groups
For private security groups you can find a “Convert to shared” action in the Action box. It allows making a shared SG
from a private SG so that it can be used for VMs by other users.
To convert a private security group into a shared one, please, follow the steps:
1. Move to the list of Private Security groups,

2. Select “Convert to shared” option in action box for a security group,

Firewall Templates Shared Security Groups Private Security Groups

Select accounts - |:| Orphan Q search

sg-vm-develop-96

mp Convert to shared
VM name: Mot available ﬁ 24

&> FRules

Delete

3. A warning dialog appears. Click “YES” to confirm your action.

Are you sure you want convert this
security group to Shared?

NO YES

The security group will be moved to the list of “Shared Security Groups”. The tag “is private” will be removed for
this security group.

Click “NO” to cancel the convertion, the security group will stay private.
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2.7 SSH Keys

Contents

e SSH Keys
SSH Key List
* Filtering of SSH Keys

Create an SSH Key
SSH Key Details Sidebar
SSH Key Action Box

In the Virtual Machines -> SSH keys section you can create and manage SSH keys.

In addition to the username and password authentication, CloudStack supports using SSH keys to log in to the cloud
infrastructure for additional security. Find more information in the official documentation.

CloudStack-UI allows managing SSH key in a separate section which is more convenient for a user.

2.7.1 SSH Key List

SSH keys existing in the account are presented in this section. A user can see and manage SSH keys for his/her user
only.

= a
open source cloud computing =
- user
O long key : O~ userSSH :
@ Virtual machines
0b:35:71:d9:55:46:0a:7b:37:15:0f:4eeb:e... 17:42:29:92:40:6d:1d:33:9f:25:20:f7:c2:f5...
E Storage
© Images Ow userSSH2 :

fa:8b:8a:66:50:ae:b6:32:9f:00:69:7d:ec:b5...

a Snapshots

e Firewall

O¥ 55H keys

E Logout

Administrators can see and manage keys for all accounts in the domain.

T
You can switch the view from a list mode to a card mode using the switch tool ™™= /®®® i the upper-right corner.

For every key the following information is displayed:
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¢ Key name;
* SSH public key;

* Action box - Allows deleting a key from the system.

Filtering of SSH Keys

The filtering tool is available to Administrators. It is placed above the list of keys and allows filtering keys by accounts.

Besides, the keys can be grouped by accounts that may be convenient for list viewing.

Ty
Select accounts ~  Accounts - A

oy

develop/develop

O+ 3525423 : ©Or user-key-2 : or Al : Or 1234
4b:c0:b3:1a:2f:al:c2:af.69:0b:49:4e:d9:8e:5b:7e 2d:86:bb:54:ee:97:9f:6e:58:aa:4e:1b:ff:c0:b1:60 14:60:17:ab:49:9e:41:c0:dd:5b:f3:b9:ef:05:17:f6 9e:76:8a:8b:81:07:bb:9f.0f:6b:b5:d4:56:15:de:6d
or 352 H O querty H Ot ssh i3 H Or user-key-3

1f:4a:f6:77:95:8a-e5:af -83:fe:e7:ca:34:8e:72:a9 €9:9d:2d:69:b7:b9:d0:04:9a:e6:6:00:d3:ac:f3:23 29:0e:20:52:b6:7c:ad:b1:48:40:e5:ff:43:bb:8c:fh 9a:48:03:37:20:ef:d0:96:c6:7c:fe:fd:7:f7:9:1b
Oor v

c0:a5:f1:97:d

develop/user

©Or user-key H Or user-key-1

62:c4:40:61:1d:25:5:1a:70:09:b8&:4f:49: 7b:10:3c a7:50:18:45:a7:20:8b:ba:06:df .ce:62:2a:02:06:28

develop/user123

O+ 12345

2.7.2 Create an SSH Key

You can generate a new SSH key to use for authentication.

By clicking “Create” o in the bottom-right corner you will open a form where you should specify a key name:

Then click “CREATE”. The SSH key will be auto-generated. The public key will appear in the list of SSH keys with a
fingerprint. In the modal window, you will see the private key. This private key is not saved in the system. You should
save it for yourself. Click “COPY” to correctly copy it and save it locally.

Then click “OK” to close the window.

You can specify an SSH public key entering its value in the field. It should start from ssh-rsa followed by one space
and at least one symbol. Then click “CREATE”. The key will be saved. No private key is required in this case.

The created SSH key is available to assign to VMs now.

2.7. SSH Keys 139



CSUI Documentation, Release 1.410.18

Create SSH key

Name *
SSHkey 1

Public key

auto generated

CAMCEL
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Please, save this private key as it will not be kept

BEGIN RSA PRIVATE KEY--—- -
MIICXQIBAAKBgQDVaGODBxhee2gmFngsAaaMH{8
RcT2dcCZhlvsjFtPeCHIJESSt
owFdtj775gmfNhPBbHLjNCVTqfTelQh1lpgP45SnivNO+
BZph2vt48Dc0tucOjZ7qC
EtIOKki1cS|Skg9HIGHWBISIF4hS/zTOfNYGNRMg8x
J9eZElamBOpHWIDAQAB
A0GAH80Md080ZG/zVymmAIEPSEBj3HWgq2Bqq06
COuNitgsaC05zb4qp/JOdGBs
+6KIWBI29R+DJIGvM+KsRoviBxZ 2X Xx5/dtv7fQNaAB
QhWkTmiyTVLRnx+s17zb5 -
aEkmbLz+ySuwtYCE7+Xqf45asy3SYHALYS/RLxeOuK .

2.7.3 SSH Key Details Sidebar

By clicking an SSH key in the list you will open a details sidebar to the right.
It contains the following information:

* SSH key name;

* Key action box allowing key deleting;

* SSH public key fingerprint;

* SSH key description - In this block a description can be added to understand better what this key is for. Click
the block and enter a short description in the text field. Then click “SAVE” to save it.

Click “CANCEL” to drop adding a description.

You can edit the description of an SSH key by clicking Vg . Change the existing description in the text field and save
the edits. The description is saved to account tags.

2.7.4 SSH Key Action Box

By clicking “Actions” * you can expand the list of actions for those SSH keys that belong to your user only. The
deleting action is available here.

Click “Delete” to delete a key and then confirm your action in the dialog box. The key will be deleted. Click “Cancel”
to close the window without deleting a key.
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Create SSH key

Name *
SSH key 1

Public key

ssh-rsa 123456

CANCEL

SSH key 1 :
/ Description
Click to edit

©Or user-key : O SSHkey1 7 Fingerprint
62:04:40:61:1d:25:51:1a:70:99:h8:47:49:7b:10:3¢ ab:45:62:89:72:ec:60:e4:da :e0:98:ad:10:n5 ed:40 ab45:62:89:72eci60ed da:e0:08:adi0ns:

0
Or user-key-1 H
ar:5b:f8:45:a7:a9:8b:ba:06:df:.ce:62:2a:92:96:28
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SSHkey 1

Description

Enter text

Description for SSH key 1]

CAMNCEL

SAVE

s

Fingerprint

ab:45:62:89:72ec:60ed:dael:98:ad:f0:b5:. ..

Or key H Or SSHkey 1 er-key-1

B _ Delete
s

62:04:40:6f1d:25:5f:1a:70:99:b8:41:49:7h:10:3¢ 71:0b:1¢:1a:a6:22:88:02:db:95:03:da:01: 12:a:9|

45:a7:a9:80:ba:06:df:c2:62:22:92:96:28
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2.8 Accounts

Contents

* Accounts
— Account List
* Filtering of Accounts
— Create an Account
— Account Details Sidebar
* Create a User

x User Action Box

— Account Action Box

In the Accounts section Administrators can manage accounts and users in them, as well as user settings and activity
logs. For an account, details and resource limits can be viewed. Please, note that the account limits are shared by all
users in the account. If you are facing the problem of the lack of resources, contact your Administrator. Administrators
are able to edit the limits of an account. Besides, they can monitor resource usage having access to the resource
statistics for each account.

Administrators can see the list of accounts for the whole domain. They can create new users for an account, edit or
delete a user.

If you are a User, you can view but not manage your account and users in it. For each user in the account, you can see
the settings.

2.8.1 Account List

Clicking Accounts in the left-side navigation bar you open the Accounts section. It presents the list of accounts.
Administrators can see accounts for the whole domain. A user can see his/her account only, that is the account his/her
user belongs to.

—
You can switch the view from list to box using the switch tool = E i the upper-right corner.
For each account in the list you can see the following information:

* Account name;

* State - Shows the account state by color spot: green for Enabled, red for Disabled statuses;

* Role - A role assigned to the account - Root Administrator, Resource Administrator, Domain Administrator,
User. Find more information on roles in CloudStack in the official documentation.

* Role type - A role type connected to the role.
* Domain - The domain which the account belongs to.

e Action list - Allows an Administrator to manage the account - to disable or delete it. Find more details at
Account Action Box.
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= a
cloudstack

apen e cloud computing

® Account 2
Accounts Role: User

Role type: User
E Activity log Domain: develop

¢ Settings

E Logout

Filtering of Accounts

If you are an Administrator, filtering and search tools will help you to find an account in the list.
You can filter the list by:
* Domains - Select a domain/domains available to you from the drop-down list.

¢ Roles - Select a role - Root Administrator, Resource Administrator, Domain Administrator and/or User -from
the drop-down list.

* Role types - Select a role type/types from the drop-down list.
* States - Select a state/states - Enabled and/or Disabled - from the drop-down list.

Besides, accounts can be grouped by the parameters mentioned above.

2.8.2 Create an Account

An Administrator can create a new account in the domain.

By clicking “Create” ° in the bottom-right corner you will open a form where the following fields should be
completed:

Note: Required fields are marked with an asterisk (*¥).

* Name * - Enter any desired login ID for the account name. It should be unique within the domain.

¢ Email * - Enter the accounts email address.

e Password * - Enter any password you like. You can view the password that you are entering by clicking @ to

% ]
the right. Hide the password under dots by clicking h‘ .
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Select domains - Select roles - Select role types - Select states - Group by - A
=
® develop ® Accountl H ® newAccount :
Role: Domain Admin Role: User Role: User
Role type: DomainAdmin Role type: User Role type: User
Domain: develop Domain: develop Domain: develop
® TestAdmin : ® user H ® userl23 :
Role: Domain Admin Role: User Role: User
Role type: DomainAdmin Role type: User Role type: User
Domain: develop Domain: develop Domain: develop
® users555 :
Role: User

Role type: User

Domain: develop
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New account

Usemame

Email

Password

First name

Last name

Domain

Role

Time zone
Ete/GMT+12 (GMT-12:00)

Network domain

CANCEL CREATE

« First name * - Enter the first name of a person or the first part of the entity represented by the account. It can be
a department or a customer.

* Last name * - Enter the last name of a person or the second part of the entity represented by the account (a
customer or a department).

¢ Domain * - Select a domain in which the account is to be created.
¢ Role * - Select the role for the account.
* Time zone - Set the time zone that corresponds to the account locale.

* Network domain - If you want to assign a special domain name to the account’s guest VM network, specify the
DNS suffix.

Click “CREATE” to create the new account. Make sure it has appeared in the list of accounts.

A user is created automatically for the new account. User’s name corresponds to the first and the last name specified
in the account creation form. This user inherits account’s email and time zone.

Click “CANCEL” to leave the account creation form. No account will be created then.

2.8.3 Account Details Sidebar

For each account, the information is available in the details sidebar to the right. Click the account in the list to open
the sidebar:

There are two tabs in the sidebar: General and Users.

The General tab contains the general information on the account: details, limits for resources.

Administrators can edit the limits. Click “Edit” 7 in the Limits block and change the values right in the block.

Administrators can see the statistics on resource usage at the bottom. Refresh the data by clicking S .
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New account

Usemame
Account 2

Email
account@email.com

Account Name

Lastname
Account Last Name

Domain
develop

Role
User

Time zone

ETC/GMT+2 (GMT-02:00)

Network domain
develop2

CANCEL

The Users tab contains the list of users in the account. For each user you can expand the information card where the
following information is listed:

¢ Username;

¢ First and Last name;
¢ Timezone;

e Email;

¢ Secret key - The key generated for a user by clicking “Regenerate key” in the Action box. You can copy it to

the buffer by clicking D .
* API key - The key generated for a user by clicking “Regenerate key” in the Action box. You can copy it to the

o

An Administrator has a list of actions available for each user. A user can manage his/her user only. A list of actions is
L]

available under the * button. It contains the following actions:

buffer by clicking

o Edit user;

¢ Change password;

* Regenerate key;

¢ Delete user (available for Administrators).

Find more about actions for users in the User Action Box section.
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user
® 2

Details
ID 8f287d55-84fb-4686-aede-55f2030...
Role User
Role type User
Domain develop
VMs 1
IPs 0
Bytes received
Bytes sent
Limits
WM limit 777
IP limit 7T
Volume limit 777
Snapshot limit 60
Template limit 20
Project limit 10
Network limit 32
WPC limit 16
CPU limit 40
Memory limit 8192
::rrrilr;ary storage 200
;.::r?lci:md storage 400
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Limits

WM limit

IP lirmit

Yolume limit

Snapshot limit

Template limit

Project limit

Metwork limit

VPC limit

CPU limit

Memory limit

Primary storage

limit

Second storage

limit

3

20

20

60

20

32

16

40

8192

200

400

SAVE

&
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Statistic %

WM count 3
IP count 0
Volume count 5
Snapshot count 12
Template count 18
Project count Q
Metwork count 0
VPC count 0
CPU count 3
Memory count 2048
Primary storage count 579820584946
Second storage count 112731157504

a Account 1

® 2
-_—

User 1 v

® Accountl1

Role: User John Smith @]

Role type: User

Domain: develop Usemame User 2
First name John
Last name Smith
Timezone Etc/GMT 12
Email user@bw-sw.com

Secret key rQYNpvYWmSOBIWEDN! |_|:|

AP key 6hekh-MiFZu_X2jn03MHL |_|:|

User 3 v
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Create a User

Administrators can create a new user from the Users tab of the Account Details sidebar by clicking “Create” °

In the appeared form fill in the following fields:

Note: Required fields are marked with asterisks (*).

* Username * - Enter any desired user ID. It should be unique within the domain.
» Password * - Enter any password you like. You can view the password that you are entering by clicking @ to

the right. Hide the password under dots by clicking ﬂ .
* First name * - User’s first name.
e Last name * - User’s last name.
* Email * - Enter the user’s email address.

* Time zone * - Set the timezone that corresponds to the user’s locale. Select an option from the drop-down list.

New user

Usemame

User 3

Password

First name
User Name

Last name
User Last Name

Email *
user@email.org

Time zone
Portugal (Western European Time)

CANCEL CREATE

&

Click “CREATE” to create the new user. It will appear in the list of users for this account.

Click “CANCEL” to cancel the user creation.
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User Action Box

Administrators can manage a user via the Action box.
The list of actions allows an Administrator to:

« Edit user - Opens a form to edit user’s settings (name, email, timezone). Edit the information and click “SAVE”
to save the edits.

* Change password - Opens a modal window with two fields for you to enter a new password and confirm it. Use
the view tool ® to view or hide a password while entering. Click “SAVE” to save the new password.

* Regenerate key - Allows changing the keys - secret and API - for the user. Confirm your action in the dialog
window, and the keys will be changed.

* Delete a user - Allows deleting a user from the system. Confirm your action in the dialog window, and the user
will be deleted.

2.8.4 Account Action Box
Administrators can manage an account via the Action box under :
The list of actions allows an Administrator to:

* Disable account - Allows disabling an account. By disabling the account all users for this account will no longer
have access to their cloud resources. All running VMs will be immediately shut down. Click “Disable account”
and confirm your action in the dialog window. The account will be inactive.

* Enable account - Allows activating a disabled account. Click “Enable account” and confirm your action in the
dialog window. The account will be activated.

* Delete account - Allows an Administrator to delete an account from the system. Confirm your action in the
dialog window, and the account will be deleted.

2.9 Activity Log

Contents

* Activity Log

— Events List

* Filtering of Events

In the Accounts -> Activity log section you can see user activity in the account. Event search by main parameters -
date and keywords - is supported to make it easier to find a necessary event for a specific date or type.

2.9.1 Events List

Events in the Activity log are listed in a chronological order from the latest till the earliest. It represents the full list of
events for a selected day.

A user can view activities for his/her user only. An Administrator can see events for all accounts in the domain.

The following information for each event is presented in the list:
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develop

® 2

User 1 ~
Usermame User 1
First name User
Last name 1
Timezone Etc/GMT 12
Email userl@email.com

Secret key ENSIESTRBZI4APuxhRSTr I_D

APl key  YPOfFLIYSWYBGZMYB_B |_|:|

Edit user

User 2 Change password

User 3 Regenerate key
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Edit user

Usemame

User 1

First name
User

Last name

1

Email *
userl@email.com

Time zone

Etc/GMT+12 (GMT-12:00)

CANCEL
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Change password

Password *

Confirm password *

CANCEL

Select domains - Select roles - Selectrole types v Select states - Group by - ‘_.
e Account 2 H ® User2 . o Userl H e AdminAccount H
@ Disable account
Role: User Role: User & in Role: User Role: Domain Admin
Role type: User Role type: User B Delete account | agmin Role type: User Role type: DomainAdmin
Domain: develop Domain: develop Domain: develop Domain: develop
e User3 H ® Userd H
Role: Domain Admin Role: User
Role type: DomainAdmin Role type: User
Domain: develop Domain: develop

Select a date

= 10/24/2018 ¥  Select levels ~  Select types ~  Qsearch a
cloudstac
‘u loud computing Description Level Type Time
user has logged in from IP Address /176.120.29.181 INFO  USER.LOGIN 10:08:17 GMT+7
user has logged out INFO  USER.LOGOUT 10:08:13 GMT+7
Activity log

user has logged in from IP Address /176.120.29.181 INFO  USER.LOGIN 10:07:57 GMT+7
successfully completed taking snapshot INFO  SNAPSHOT.CREATE 08:02:08 GMT+7
successfully deleted oldest snapshot: 4150 INFO  SNAPSHOT.DELETE 08:02:08 GMT+7
taking snapshot INFO  SNAPSHOT.CREATE 08:01:53 GMT+7
creating snapshot for volume 1d:11260 INFO  SNAPSHOT.CREATE 08:01:52 GMT+7
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 Event description.
* Level - A kind of a category the event belongs to. It can show:
— INFO - For regular activities, for example, logging in, creating a VM, attaching a disk.
— WARN - For any warnings occurred.
— ERROR - For any errors occurred, for example, an error while registering an SSH key pair.

* Type - Displays in what aspect of the system the event has taken place, for example: USER . LOGIN - for events
happened at user authentication to the system; VOLUME . RESIZE - for events at disk size change.

¢ Time of the event.
Filtering of Events

To easily find an event in the list use the filtering tool above.

Any user can filter events by:

¢ Date - Allows selecting events for a specific date. By default, the today’s date is selected. Click E and in the
appeared calendar change the date for the day you wish to see activities for.

;I'ihu, Jan 11

January 2018
T T

2 4

N -
16 18

23 25

30

CANCEL

Click “OK” to filter the list. The events will be selected in accordance with the chosen date.

Click “CANCEL” to drop the selection.
* Levels - Allows selecting events by levels. Choose the level/levels you with from the drop-down list.
* Types - Allows selecting events by types. Choose the type/types from the drop-down list.

An Administrator has an additional filtering parameter - accounts.

Use the search tool to find an event by keywords or a part of a word.
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ot adate s
1/11/2018 [ Selectlevels ~  Selecttypes ~  user +  Qsearch a
[l
Description Level Type Time
user has logged out INFO USER.LOGOW 4:51:50 PM GMT+7
user has logged in from IP Address /176.120.25.224 INFO USER.LOGIN 4:41:55 PM GMT+7
user has logged in from IP Address /176.120.25.224 INFO USER.LOGIN 3:25:18 PM GMT+7
user has logged out INFO USER.LOGOW 2:59:47 PM GMT+7
Error while registering ssh keypair ERROR REGISTER.SSH.KEYPAIR 2:32:20 PM GMT+7
registering ssh keypair INFO REGISTER.SSH.KEYPAIR 2:32:20 PM GMT+7
Error while registering ssh keypair ERROR REGISTER.SSH.KEYPAIR 2:32:12 PM GMT+7
registering ssh keypair INFO REGISTER.SSH.KEYPAIR 2:32:12 PM GMT+7
Error while registering ssh keypair ERROR REGISTER.SSH.KEYPAIR 2:32:00 PM GMT+7
registering ssh keypair INFO REGISTER.SSH.KEYPAIR 2:32:00 PM GMT+7
Error while registering ssh keypair ERROR REGISTER.SSH.KEYPAIR 2:14:01 PM GMT+7
registering ssh keypair INFO REGISTER.SSH.KEYPAIR 2:14:01 PM GMT+7
Error while registering ssh keypair ERROR REGISTER.SSH.KEYPAIR 2:13:30 PM GMT+7
registering ssh keypair INFO REGISTER.SSH.KEYPAIR 2:13:30 PM GMT+7
user has logged in from IP Address /176.120.25.224 INFO USER.LOGIN 2:05:02 PM GMT+7
resetting SSHKey for vm: 604 INFO VM.RESETSSHKEY 12:28:37 PM GMT+7
user has logged out INFO USER.LOGOUT 12:23:43 PM GMT+7
user has logged in from IP Address /176.120.25.224 INFO USER.LOGIN 12:23:23 PM GMT+7
user has logged out INFO USER.LOGOU 11:23:45 AM GMT+7
S adate Searct
12272017 Selectlevels +  Selecttypes - Rdestr a
ks

Description Level Type Time

Successfully completed destroying Vm. Vm Id: 640 INFO VM.DESTROY 40451 PM GMT+7

destroying vim: 640 INFO VM.DESTROY 4:04:48 PM GMT+7

destroying Vm. Vim |d: 640 INFO VM.DESTROY 4:04:48 PM GMT+7

Successfully completed destroying Vm. Vm Id: 640 INFO VM.DESTROY 4:04:05 PM GMT+7

destroying vim: 640 INFO VM.DESTROY 4:04:01L PM GMT+7

destroying Vm. Vim |d: 640 INFO VM.DESTROY 4:04:01L PM GMT+7
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2.10 Settings

Contents

o Settings

— Security
* Change Password
* Session Timeout
x Save VM passwords by default

— API Configuration

— VM preferences
+ Keyboard layout

— Account tags

— User tags

— Look and Feel
+ Interface Language
* First Day of Week
* Time Format

% Theme Color

— Log View (real-time mode)

In the Accounts -> Settings section a user can modify the interface by changing settings. The interface settings are
presented in separate sections: Security, API configurations, VM preferences, Look and Feel, Account tags, User tags.
Moving between sections is possible using the switcher above.

= Security APl Configuration VM Preferences  Account Tags  User Tags  Look and Feel Log View (real-time mode)

cloudstack

& use

Change password

New password

&4 Accounts

B Actwiyiog

Repeat password

n Settings

Session timeout (in minutes)

E Logout 30

Save VM passwords by default
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2.10.1 Security

In this section a user can manage the following security settings:
¢ Change password;
¢ Set the session timeout interval;

¢ the “Save VM passwords by default” option.

Change Password
Here you can change the password provided by your Administrator to the one you like. This will improve the account
security.

Enter a new password and re-enter it in the next field to confirm it:

Change password

FRERERRER

Repeat password

UPDATE

™

Click “UPDATE” to save the new password.
In case you have lost or forgotten your password, contact your Administrator.
Session Timeout

Here you can specify the maximum amount of time that an active session can be idle (without user activity) before it
automatically closes. The default interval is 30 minutes.

Set the desired time limit in minutes using the switch button ¥ to the right or typing it just into the field. Then click
“UPDATE” to save the changes.

Session timeout (in minutes)

20|

1k

UPDATE

i

The value is stored in user’s tags.

The maximum allowed value is 300 minutes. Please, note that a long time period of an idle session decreases the
account security.

160 Chapter 2. CloudStack-Ul User Guide



CSUI Documentation, Release 1.410.18

The session timeout can be set in the configuration file. You will find more information in the configuration guide.

Save VM passwords by default

This checkbox allows saving passwords to VM tags automatically for all created virtual machines requiring passwords.

Security APl Configuration VWM Preferences  Account Tags  User Tags  Look and Feel  Log View (real-time mode)

Change password

New password

Repeat password

Session timeout (in minutes)

30

Save VM passwords by default

N

Tick this option here. The passwords will be saved to VM tags right at the moment VMs are created. You will see a
password (if it is required for the VM) is marked as saved in a dialog window after the new VM is deployed:

If this option is not activated, every time when creating a machine the system will ask you to save the password by
clicking “SAVE” next to it:

Then the system will ask you if you wish to save passwords to VM tags automatically. If you click “Yes”, the “Save
VM passwords by default” option will be activated in Settings. You will find more information about VM creation in
the Create a Virtual Machine section.

2.10.2 API Configuration

In this block of settings you can see and manage the API configurations: regenerate API keys, see the connection
URL, get the link to the Apache CloudStack API documentation.

For users with no API keys, the system autogenerates the keys when a user logs in if this option is enabled in the
configuration file. Find more information in the configuration guide.

You can see an API key and a Secret key in corresponding fields. You can copy any of them clicking to the
right.

5
Regenerate the keys by clicking G above the fields. New keys will be generated.
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Creating a security group... OK
Deploying the virtual machine... OK
Copying template tags... OK
Deployment finished

Virtual Machine Successfully Created

Virtual machine name: vm-user-17
Password: QgF4E
IP: 176.120.28.10

ACCESS VM

Creating a security group... OK
Deploying the virtual machine... OK
Copying template tags... OK
Deployment finished

Virtual Machine Successfully Created

Password: Yk4cHc SAVE
- - ity

ACCESS VM

162 Chapter 2. CloudStack-Ul User Guide



CSUI Documentation, Release 1.410.18

cloudstack

op irce cloud computing
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i
-a ACcounts

E Activity log
n Settings
EI Logout

cloudstack

open source cloud computing
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ot Accounts

E Activity log
n Settings
E Logout

Security | API Configuration VM Preferences  Account Tags  User Tags

Regenerate APl keys Q)

APl Key

IPvxh0T}V11GdDdboKbepRVOrEQIGalgLB2rRingbgR-euydU3ZiqwaBkaWR [

Secret key

BuFGWLDYMMZKEKgaKU1d22R|8rDgC1XTEb31hBEnY 262\ 34qfMdSVEE E

Connection URL

hitp://cs-ui-ci.bitworks.software:8888/1518/client/api

Documentation

https://cloudstack.apache.org/api/apidocs-4.11/

Security | APIlConfiguration VM Preferences  Account Tags  UserTags

Regenerate APl keys Q)
APl Key

IPvxhOT|VI1GdDdboKbcpRVOMMEQI6algLB2rRingbgR-euydU3Ziqw4sk3wR [

Secret key

BUFGWLDYMMZKBKgakU1d22Rj8rDgC1XTEb31hBatnY 262V 34qfMdSVEE I_D

Connection URL

hitp://cs-ui-ci.bitworks. software:8888/151 8/client/api

Documentation

hitps:ficloudstack.apache.org/api/apidocs-4.11/
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Below you can view a connection URL which is used to send requests to CloudStack API. All requests are listed in
the Apache CloudStack documentation available by the link.

Security | APl configuration VM preferences  Accounttags — User tags

Regenerate API keys
APl Key

IPvxhOT}VI1GdDdboKbepRVOITEQIGalgLB2rRingbgR-euydU3Ziqw4sk3WR [T

Secret key

BuFGWLDYMMZkBKgakU1d22Rj8rDgC1XTEba1hBatnY26zV34qiMdSVEE |_D

Connection URL

http://cs-ui-cl.bitworks.software:8888/1518/client/api

Documentation

https:/icloudstack.apache.org/api/apidocs-4.11/

2.10.3 VM preferences

In this block you may set up the keyboard layout.

Keyboard layout

Select a keyboard layout in the drop-down list.
The following options are available:

* Standard US keyboard (default value)

» UK keyboard

* Japanese keyboard

» Simplified Chinese keyboard.

The selected option will appear in the VNC console kayboard layout parameter when accessing a VM via concole.
The selected option is also saved to user tags.
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Security APl Configuration | VM Preferences  Account Tags — User Tags

Keyboard layout

Standard (US) keyboard -

2.10.4 Account tags

In this section, you can view and manage account tags.

Tags can be system or non-system. System tags are used to provide the functionality from the user interface perspec-
tive. Changing these tags affects the functionality of the application. The “Show system tags” checkbox allows to
view or hide system tags of an account. Hiding system tags helps to avoid accidental unwanted changes. If a user has
disabled displaying of such tags, the system will remember it and next time tags will also be hidden. Uncheck the
“Show system tags” checkbox to hide system tags from the list.

The following system tags can be used for accounts:
* csuil.account.ssh-description - Used to provide an SSH description.

To find the tag you are interested in, please, use the search tool above the tag list. You can enter a name or a part of the
tag name to distinguish it in the list.

To add an account tag click “Create” o In the appeared form enter:
* Key *

¢ Value *

Note: Required fields are marked with an asterisk (*). The values in the fields cannot start with a space.

Click “Create” to assign a new tag to the account.

2.10.5 User tags

In this section, you can view and manage user tags.

Tags can be system or non-system. System tags are used to provide the functionality from the user interface perspec-
tive. Changing these tags affects the functionality of the application. The “Show system tags” checkbox allows to
view or hide system tags of a user. Hiding system tags helps to avoid accidental unwanted changes. If a user has
disabled displaying of such tags, the system will remember it and next time tags will also be hidden. Uncheck the
“Show system tags” checkbox to hide system tags from the list.

User system tags has the format of csui.user.<tag_name>. You can view a full list of user tags at the wiki-page.

To find the tag you are interested in, please, use the search tool above the tag list. You can enter a name or a part of the
tag name to distinguish it in the list.
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Security APl Configuration WM Preferences | Account Tags User Tags  Look and Feel Log View (real-time mode)

o Q Search

Show system tags

Commaon
undefined undefined
-+
csui
csui.account.ssh-description.0b:35:71:d9:55:46:... SHH key description
csui.account.ssh-description.17:42:29:92:40:6d.... 222333
csui.service-offering.param.17f78920-3262-4270-... 3
csui.service-offering.param.17f78920-3262-4270-... 1000
csui.service-offering.param.17f78920-3262-4270-... 512
csui.service-offering.param.76f51ecf-f3bf-4fld-af... 1
csui.service-offering.param.76f5lecf-f3bf-4fld-af... 1000
csui.service-offering.param.76f5lecf-f3bf-4fld-af... 512
csui.service-offering.param.al8ds2b6-268e-421c... 1
csui.service-offering.param.al8ds2b6-268e-421c... 1000
csui.service-offering.param.al8ds2b6-268e-421c... 512
csui.service-offering.param.d31fc9fe-6ac2-4d86-... 1
csui.service-offering.param.d31fc9fe-6ac2-4d86-... 1000
csui.service-offering.param.d31fc9fe-6ac2-4d86-... 512
+
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Create a new tag

Hey*
new-tagl

‘Value *

CREATE
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Security APl Configuration WM Preferences  Account Tags | User Tags  Look and Feel Log View (real-time mode)

° Q, search

Show system tags

csui

csui.user.ask-to-create-vm false
csul.user.ask-to-create-volume true
csui.user.compute-offering.param.76f51ecf-f3bf-... 1
csui.user.compute-offering.param.76f51ecf-f3bf-... 1000
csul.user.compute-offering.param.76f51ecf-f3bf-... 600
csui.user.first-day-of-week 0
csui.user.lang en
csul.user.last-vm-id 42

csui.user.navigation-order TEMPLATES:LVMS:1VOLUMES:1,5GS5:1;...

csul.user.save-password-for-all-vms true
csui.user.session-timeout 30
csui.user.show-sidenav true
csui.user.show-system-tags true
csui.user.sidebar-width 341
csui.user.theme blue-red
csui.user.time-format hourl2
csui.user.vm-keyboard-layout us
csui.user.vm-logs-filter.end-date 2018-12-06T16:59:59.9097
csui.user.vm-logs-filter.newest-first false
csui.user.vm-logs-filter.start-date 2018-12-04T17:00:00.0002
csul.user.vm-logs-show-last-messages 1000
csul.user.vm-logs-show-last-minutes 1
+
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To add a user tag click “Create” o In the appeared form enter:
* Key *

¢ Value *

Note: Required fields are marked with an asterisk (*). The values in the fields cannot start with a space.

Click “Create” to assign a new tag to the user.

2.10.6 Look and Feel

In this section, you can adjust the interface look.

Interface Language

Select the language of your interface. Currently two options are available in the drop-down list: Russian and English.

First Day of Week

In this block, you have the opportunity to choose between two types of weeks: Sunday - Saturday or Monday - Sunday.

From the drop-down list select the day when a week starts: Monday or Sanday.

Time Format

Here you have the opportunity to switch the time format from AM/PM to 24H. You can set it to “Auto” and the time
format will be set in correspondence to the interface language: AM/PM if you select English and 24H if you select
Russian.

Theme Color

Select a preferred theme color. Currently two options are available: “blue-red” and “indigo-pink”. The blue-red one
is used by default.

Click the field and select another color if you wish.

A theme color can be set in the configuration JSON file. You will find more information in the configuration guide.

2.10.7 Log View (real-time mode)

This section is available if the LogView Ul-plugin is activated. See the plugin page for installation instructions.
In this settings block you can configure viewing VM logs in a real-time mode. The following parameters can be set:

* Show last (minutes) - allows viewing logs for the last set period. You can set the number of minutes from 1
(default) to 10.

» Show last (messages) - allows setting a maximum amount of logs to display. You can set from 1 to any number
of log records. By default, 1000 messages are shown.

Click “Update” to apply the set parameters.
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Create a new tag

Key*

new-tagl

alue *

CREATE
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Security APl Configuration WM Preferences  Account Tags User Tags | Look and Feel  Log View (real-time mode)

Interface Language
English

Pyccrui

Sunday v

Time format

12-Hours Time hd

Theme Color

@ 960

Security APl Configuration VM Preferences  Account Tags  User Tags | Look and Feel Log View (real-time mode)

Interface Language

English v

First day of the week
Sunday

Monday

12-Hours Time hd

Theme Color

@ :210662
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Security =~ APl Configuration = VM Preferences  Account Tags User Tags | Look and Feel  Log View (real-time mode)

Interface Language

English v

First day of the week

Sunday v

Auto

12-Hours Time

24-Hours Time

@ :z10683

Security APl Configuration VM Preferences  Account Tags  User Tags = Look and Feel  Log View (real-time mode)

Interface Language

English v

First day of the week

Sunday v
Time format
12-Hours Time -

Theme Color

@ 2190613
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Security ~ API Configuration VM Preferences  Account Tags  User Tags  Look and Feel Log View (real-time mode)

dstack

rce cloud computing

Show last (messages)

1000
.  Accounts
B Activity log Show last (minutes)
a Settings 1

Logout

2.11 Logout

Clicking Logout in the bottom of the navigation bar a user can logout from CloudStack.

It will move a user back to the Login form.
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CHAPTER 3

Pulse Plugin

Contents

* Pulse Plugin

— Overview

Deployment Instructions

Pulse Configuration

Running Cloudstack-UI Docker Container

View VM Performance Statistics via Ul

* General Settings

x Statistic Metrics

3.1 Overview

The Pulse plugin is designed for visualization of virtual machines performance statistics. Currently, this CloudStack-
UI extension is only compatible with ACS clusters that use the KVM hypervisor. With help of sensors that collect
virtual machines’ performance statistics via the Libvirt API and store them to an InfluxDB datastore and RESTful
statistics server, CloudStack-UI is able to display CPU, RAM, disk 10 and network traffic utilization in the form of
convenient visual charts.

Pulse allows users of Apache CloudStack to monitor current and previous operational states of virtual machines. The
plugin supports various view scales like minutes, hours, days and enables data overlays to monitor peak and average
values.

We consider this plugin very important for the CloudStack ecosystem as currently there is no built-in functionality to
track VM operational states, although it is vital for system administrators to successfully operate virtual servers.

Plugin deployment and configuration Instructions can be found below.
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3.2 Deployment Instructions

Note: The Pulse plugin works only for KVM hypervisor right now.

Please, make sure that you have cs-pulse-server and cs-pulse-sensor to be able to work with the Pulse plugin.
To enable the Pulse plugin you need:
1. Configure plugin in config. json.

2. Run docker container with a correctly specified cs—pulse—-server endpoint.

3.3 Pulse Configuration

Please, enable pulse in the extensions section of the config. json:

"extensions": {
-
"pulse": true

}

3.4 Running Cloudstack-Ul Docker Container

docker run -d -p 80:80 --name cloudstack-ui \
-e PULSE_PLUGIN_ENDPOINT=http://url/to/cs-pulse-server \

-v /path/to/config.json:/static/config/config.json \
bwsw/cloudstack-ui

3.5 View VM Performance Statistics via Ul

After the plugin is activated in the configuration file, you will see the “Pulse” option in the Action box.

Note: The option is only available for machines in the Running status.

By selecting this option you open a modal window that shows the virtual machine performance statistics in graphs. In
separate tabs, you can view statistics for the following metrics:

* CPU/Memory
¢ Network
* Disk

Reports are presented in a graphic form. The building of charts is based on the defined settings. By default, the first
option in the list is selected for each setting. You can adjust settings to get statistics for the period you wish. Read
more about the settings below.
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Resource usage -

t a ck Used Free Request resources

cloud computing

Virtual machines Computational resources Volumes Storage
Number 175 (20%) CPUs 1140 (3%) Volumes 114 (25%) Primary 10.0/50.0 GB (20%)
RAM 1.0/2.0 GB (50%) Snapshots 4460 (7%) Secondary 53.4/68.0 GB (79%)
Select zones ~  Select groups ¥  Select states ¥  Group by -
Q searcn
® vm-user-123
‘0S: Debian GNU/Linux 8 (64-bit) >
176.120.28.246
cPU RAM DISKS m  Siop
1x1000 MHz | 600.00 MB | 10.00GI
1 O Reboot
£3)  Reinstall
B Destoy
O Reset password
[ Access VM

Pulse
&

= Log View »

I

3.5.1 General Settings

To get statistics for a virtual machine set up general settings:

* Range - Select the time interval to show the statistics for. The following options are currently available: 15m,
30m, 1h, 2h, 4h, 12h, 1d, 1w, 30d.

¢ Aggregation - Select the interval(s) for data aggregation. Available options here depend on the selected range.
This can be defined in the configuration file. Aggregation value is always less than the range value. When
several options are selected, graphs are marked with different colors and displayed as overlaid.

 Shift - Define a numeric value and select a measurement unit for the graph shift. You can shift the graphs
manually by clicking at arrows </> to the right or left from the graph.

Note: All settings are required.

Options for all the settings should be defined in the configuration file on backend.

At the screenshot below, you can see statistics for the last day with 30-minute and 1-hour aggregation with the 2-hour
shift.

The system saves defined settings. They are used in all other tabs, that means if you set CPU/memory report settings
and then move to other tabs, you will see graphs for NIC and disks built with the same settings.

If you change settings, the graphs change immediately. You can refresh the graph reports as often as you wish by
clicking at l:‘ .

When hovering on the graph, you can see details corresponding to this point: a date, a parameter and its value.
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CPU/RAM
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Pulse plugin

CPU/ RAM
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3.5.2 Statistic Metrics

CPU/Memory

This is the first tab that opens by default. In the CPU/Memory tab, you can view the statistics of CPU/Memory usage
by the machine.

CPU and Memory usage statistics is presented in different graphs. To build graphs it is enough to define general
settings.

Pulse plugin

CPU/RAM

N

Network

In this tab, you can view the statistics for network traffic usage. To build the graphs you should define general settings
and select a NIC for which you want to get the report.

Network statistics displays in four graphs by the following metrics:
* Network read/Network write
» Network read packets/Network write packets
¢ Network write drops/Network read drops
* Network write errors/Network read errors

Disk
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Pulse plugin

NIC

NICL (1e:00:39:00:0... =

CPU /RAM

Range
1d

Metwork

Aggregation
30m, 1h

Disk

Shift

5.0 khits/s |

4.0 khitsis |
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2.0 kbitsis |
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In this tab, you can view the statistics for disk space usage. To build the graphs you should define general settings and
select a disk for which you want to get the report.

Disk statistics displays in three graphs by the following metrics:
¢ Disk read/Disk write
¢ Disk read/Disk write (IOPS)
* Disk IO errors
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Pulse plugin

CPU/RAM MNetwork Disk
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CHAPTER 4

WebShell Plugin

Contents

» WebShell Plugin

— Overview

Deployment Instructions

Starting WebShell Backend

WebShell configuration

Running cloudstack-ui docker container with WebShell

In clouds the most commonly used operating systems nowadays are Unix or Linux based operating systems. To control
Linux system administrators use standard SSH interface. Most system administrators or cloud users have SSH client
installed on their machines.

First of all, it is more interactive, because it allows performing copy&paste operations. It is more performant if you
need to work with text.

In addition to the Ul inactivity interval, SSH plugin supports its own inactivity timeout so you should not worry leaving
SSH opened when you go out for a cup of coffee. In comparison to a VNC console, if you open it in your browser, it
will be opened forever.

This plugin is not required, but it is very helpful and easy to install and configure it. There is a docker webshell
container that should be deployed. This container is a standalone shell proxy and can be used outside of the CloudStack
UI, but there is an option to integrate them, Just specify the WebShell endpoint when you run the Ul container. You
can also disable the plugin in the UI configuration anytime you want.

Read more about it below.
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4.1 Overview

WebShell is a CloudStack-UI extension designed to perform a clientless SSH connection to a virtual machine. The
extension is activated in the CloudStack-UI configuration file and is supported by an additional Docker container. As
for the way of WebShell usage, the plugin is similar to NoVNC interface provided by CloudStack. However, WebShell
uses the SSH protocol and does not allow VM emergency management.

The need for this extension is determined by the shortcomings of the NoVNC interface, that obstructs its usage for
everyday administrative purposes:

* Low interactivity and slow throughput of the terminal interface;

* Lack of possibility to copy/paste text from the user’s local machine;

* Missing feature to complete the session by timeout;

¢ Access to the virtual machine in out-of-band mode, which allows performing a number of insecure operations.
WebShell plugin solves these problems:

* Provides high interactivity, which is especially useful when working with information that contains large
amounts of text;

* Allows copying and pasting text from the workstation;
 Enables configuration of the session completion timeout, thereby improving the security of the system;
* Does not provide an access to the VM in out-of-band mode.

In future releases, this plugin will be extended with additional features such as integration with the VM access key
store and dashboard for efficient work with many open SSH sessions.

This feature is not available in basic CloudStack UI and API.

Plugin deployment and configuration instructions can be found below.

4.2 Deployment Instructions

To enable WebShell CloudStack-UI Plugin it is required to:
1. Run WebShell container in the backend.

2. Enable and configure WebShell plugin in config. json.

4.3 Starting WebShell Backend

Please check Usage section in the WebShell repository.

4.4 WebShell configuration

Please configure webShell in the extensions section of the config. json:

"extensions": {

.

"webShell": true
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webShell.address is the address of a WebShell backend. WebShell will not be available unless an address is
specified.

4.5 Running cloudstack-ui docker container with WebShell

docker run -d -p 80:80 --name cloudstack-ui \
—-e WEBSHELL_PLUGIN_ENDPOINT=http://url/to/webshell-server \

-v /path/to/config.json:/static/config/config.json \
bwsw/cloudstack-ui

4.5. Running cloudstack-ui docker container with WebShell 187
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CHAPTER B

Log View Plugin

Contents

* Log View Plugin
— Overview
— Deployment Instructions
— View Logs
+ Filtering Logs
* View Logs List
- Sorting Logs

- Searching Logs

* Following Logs

5.1 Overview

In the Virtual Machines-View Logs section a user can see VM logs. This section appears if the Ul-plugin - Log View
- is activated. This Ul-plugin works together with the backend API plugin developed to process and view virtual
machine logs which are handled by ELK and delivered to the storage by Filebeat. The version of the backend API
plugin matches Apache CloudStack version that it is built for. The plugin is tested with Apache CloudStack 4.11.2.0.

To make the View logs section available, first deploy the backend API plugin and then activate the Log View Ul-plugin
via the config. json file. See deployment instructions below.
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5.2

Deployment Instructions

Full instructions on the Log View plugin deployment is presented at the plugin page.

To enable the Log View plugin you need to:

1.
2.

Install the backend API plugin into CloudStack.

Deploy the necessary components: ElasticSearch, Filebeat, Logstash, Curator.

3. Enable the UI extension via the config. json file.

5.3

View Logs

After successful deployment you can see the View logs section under the Virtual Machines menu in UL In this section
you can view the log files for a defined period of time or in a real-time mode. To view logs you should specify an
account (for Administrators), a VM for which you wish to see the logs, and a log file to view the logs from. More
details are provided below.

5.3.1 Filtering Logs

To view logs in the list, please, set up the filtering parameters.

Select the following parameters in the provided order from drop-down lists:

Note:

Required fields are marked with an asterisk (*).

Accounts * - Allows Administrators to further select a VM in a specific account/accounts. Select an account or
a number of accounts in the drop-down list.

VM * - Allows selecting logs for a specific VM. Choose a machine you wish in the drop-down list. The list of
available VMs is determined by the account(s) selected at the previous step, if you are an Administrator. If you
are a user, you can see the machines belonging to your user only.

Log file - Allows viewing logs by a log file available for the selected VM. Choose a log file in the drop-down
list. If no log file selected, all machine logs will display in the list.

Date * - Allows selecting logs for a specific period. Click a and in the appeared calendar choose the start
and end dates to see the logs for. By default, the system shows logs for the last day.

Time - Allows filtering logs for a specific time period within the selected dates. The time format is determined
by the time format setting specified under the “Settings” section. Enter start and end time you wish into the
fields to set a custom time period.

Click “Show logs” to implement the filtering settings.

The logs will be displayed in accordance with the chosen period.

You can change filtering parameters and refresh the list of logs by clicking “SHOW LOGS”.

The set filtering parameters are saved to user tags. That means, if you log out of the system and then login again, you
will continue to view logs with the previously set filtering parameters.
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5.3.2 View Logs List

By clicking “SHOW LOGS”, a user can view log files corresponding to the filtering parameters. Logs are listed in a
chronological order from the earliest till the latest.

By default, the system shows logs for the last day.

A user can view logs for his/her VMs only. An Administrator can see logs for all accounts in the domain.

develop ~  vm-vov-55 ~  app.log - 10//2018 (M o {: o  10/24/2018 4 23 $: 59 ¢ a
Search [] Newest first ~ SHOW LOGS
Date Log file Text
2018-10-10 09:39:22 app.log Oct 10 86:48:05 vm-vov-55 systemd[1]: Starting Daily apt upgrade and clean activities...
Oct 10 86:48:05 vm-vov-55 systemd[1]: Started Daily apt upgrade and clean activities
20181011 09:21:00 3PP log Ot 1T Bi40132 Vo ver 25 Sysvem tnpfs o0 100401 1/hw b impPrleasd by conf 141 Duplicate Tine for path */varlon’,
2018-10-15 10:35:56 app.log test log
2018-10-15 10:49:51 app.log 93758365816518265
2018-10-15 11:11:39 app.log example
example
2018-10-15 11:12:53 app.log test
2018-10-17 13:37:03 app.log w17 oct 2018 log
2018-10-17 13:37:38 app.log 17 oct 2018 log

The following information for each log file is presented in the list:
* Date
* File
e Text

You can change filtering parameters and refresh the list of logs by clicking “SHOW LOGS”.

Sorting Logs

The sorting tool allows viewing the newest logs first in the list. Enable the checkbox to the right and click on “Show
logs” to refresh the list.

Account 2, accou... ¥ :/;n.rva\lrSS ~ app.log T 1012018 =) 0 $: 0 T 10/24/2018 [ 23 5: 59 3 ‘
search SHOW LOGS
Date Log file Text
2018-10-10 09:39:22 app.log 0ct 10 06:48:05 vm-vov-55 systemd[1]: Starting Daily apt upgrade and Clean activities...
Oct 10 06:48:05 vm-vov-55 systend[1]: Started Daily apt upgrade and clean activities
20161011 09:21:00 appiog ek 11 61149135 vivor 35 Syetcne-tapratactiamaol  1/usey Uity oop Ples var-cont: 4] boplicate Tine for path “svar/log',
2018-10-15 10:35:56 app.log test log
2018-10-15 10:49:51 app.log 93758365816518265
2018-10-15 11:11:39 app.log exanple
example
2018-10-15 11:12:53 app.leg test
2018-10-17 13:37:03 app.log 617 oct 2018 log
2018-10-17 13:37:38 app.log 17 oct 2018 log
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Searching Logs

Use the search tool to find logs by a word or a text. Enter the text in the search field above the list and click on “Show
logs” to refresh the list.

vh

End date

[[] Newestfirst | SHOW LOGS

Selectaccounts  ~  realtimelogs ~  Logfile 11/2/2018 4 0 f: 0 I 11/8/2018 23 £ 59 3 a2
Fri Nov 2 02:14:21

Date Log file Text

2018-11-02 09:14:23 app.log Fri Nov 2 02:14:21 UTC 2018

5.3.3 Following Logs

Fri Nov 2 02:14:22 UTC 2018
Fri Nov 2 02:14:23 UTC 2018

After setting filtering parameters and clicking “Show logs”, a user can start following logs, in other words, start
monitoring logs online.

When the “Follow logs” option is activated, the Log View Ul-plugin sends requests to get the latest logs with the
defined frequency and for a period, defined in the configuration file. By default, once per 1 second the system requests
logs for the last 30 seconds. A user can customize these parameters via the configuration file (see details).

To view logs in a real time-mode, click “Follow logs”

. This button is available right after selecting a

virtual machine in the filtering parameters or after setting all necessary filtering parameters and clicking “Show logs”.
You will see the filtering options are got disabled and the log list is automatically getting refreshed per every second.

Tue Oct

[ Newest first ~ SHOW LOGS

Date

2018-10-30 12:59:35

2018-10-30 13:05:00

2018-10-30 13:05:07

2018-10-30 13:06:32

2018-10-30 13:07:17

2018-10-30 13:07:58

2018-10-30 13:08:43

2018-10-30 13:09:12

2018-10-30 13:11:27

2018-10-30 13:47:15

2018-10-30 13:47:41

2018-10-30 13:48:06

Log file

app.log

app.log

app.log

app.log

app.log

app.log

app.log

app.log

app.log

app.log

app.log

app.log

Text

Tue Oct 30 05:59:31 UTC 2018
Tue Oct 30 05:59:31 UTC 2018
Tue Oct 30 05:59:31 UTC 2018
Tue Oct 30 05:59:31 UTC 2018
Tue Oct 30 05:59:31 UTC 2018

Tue Oct 30 06:04:57 UTC 2018
Tue Oct 30 06:04:57 UTC 2018
Tue Oct 30 06:04:57 UTC 2018
Tue Oct 30 06:04:57 UTC 2018
Tue Oct 30 06:04:57 UTC 2018

Tue Oct 30 06:05:03 UTC 2018
Tue Oct 30 06:05:03 UTC 2018
Tue Oct 30 06:05:03 UTC 2018
Tue Oct 30 06:05:03 UTC 2018
Tue Oct 30 06:05:03 UTC 2018

Tue Oct 30 06:06:29 UTC 2018
Tue Oct 30 06:06:29 UTC 2018
Tue Oct 30 06:06:29 UTC 2018
Tue Oct 30 06:06:29 UTC 2018
Tue Oct 30 06:06:29 UTC 2018

Tue Oct 30 06:07:12 UTC 2018
Tue Oct 30 06:07:18 UTC 2018
Tue Oct 30 06:07:21 UTC 2018

Tue Oct 30 06:07:54 UTC 2018

Tue Oct 30 06:08:33 UTC 2018
Tue Oct 30 06:08:38 UTC 2018
Tue Oct 30 06:08:44 UTC 2018
Tue Oct 30 06:08:46 UTC 2018

Tue Oct 30 06:09:07 UTC 2018

Tue Oct 30 06:11:20 UTC 2018

Tue Oct 30 06:47:12 UTC 2018
Tue Oct 30 06:47:14 UTC 2018
Tue Oct 30 06:47:15 UTC 2018

Tue Oct 30 06:47:39 UTC 2018

Tue Oct 30 06:47:59 UTC 2018

5.3. View Logs
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The “Follow logs” button changes its position depending on the applied sorting mode. If the “Newest first” option is
disabled the button stands in the bottom-right corner, like at the screenshot above. If “Newest first” is enabled, the
button goes to the upper-right corner and the latest logs will be displayed at the top of the list.

Search

Newest first ~ SHOW LOGS

Date

2018-11-07 16:27:58

2018-11-07 16:27:51

2018-11-07 16:27:15

2018-11-07 16:26:47

2018-11-07 16:25:32

2018-11-07 16:25:17

2018-11-07 16:25:02

2018-11-07 16:22:47

2018-11-07 16:21:32

2018-11-07 10:06:24

By default, the list contains up to 1000 log records showing logs for the last minute.

Log file

app.log

app.log

app.log

app.log

app.log

app.log

app.log

app.log

app.log

app.log

Text

wed Nov 7 ©9:27:55 UTC 2018

wed Nov 7 ©9:27:42 UTC 2018
wed Nov 7 ©9:27:48 UTC 2018
wed Nov 7 89:27:51 UTC 2018

wed Nov 7 ©9:27:12 UTC 2018
wed Nov 7 ©9:27:16 UTC 2018

wed Nov 7 ©9:26:39 UTC 2018
wed Nov 7 ©9:26:49 UTC 2018

wed Nov 7 89:25:26 UTC 2018
wed Nov 7 £9:25:29 UTC 2018

wed Nov 7 £9:25:11 UTC 2018
wed Nov 7 ©9:25:16 UTC 2018

wed Nov 7 89:24:55 UTC 2018

wed Nov 7
wed Nov 7

2:44 UTC 2018
2:45 UTC 2018

wed Nov 7
wed Nov 7

2,
2;
21:30 UTC 2018
21:32 UTC 2018
o
o

wed Nov 7
wed Nov 7

6:18 UTC 2018

[
[t
[t
[t
[
03:06:19 UTC 2018

9
9
9
9
3:
3:

/6

If too many entries are to be displayed in the list, the system loads them by parts when a user scrolls the list down.

You can set up parameters of log following in the “Log View Plugin Settings” section:

* Show last (minutes) - allows viewing logs for the last set period. You can set the number of minutes from 1

(default) to 10.

* Show last (messages) - allows setting a maximum amount of logs to display. You can set from 1 to any number

of log records. By default, 1000 messages are shown.

Click “Update” to apply the settings.

To stop following logs click on
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Connection URL
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Keyboard layout
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Theme Color
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Resource Limits Management Plugin

Contents

* Resource Limits Management Plugin
— Overview
— Plugin Deployment
— Managing Resource Limits via Ul

* Resource limits management by Domain Administrators

* Changing resources by users

6.1 Overview

We introduced a new plugin - Resource Limits Management - that allows Domain Administrators to manage resource
quotas, and users to change resource limits. The extension helps to avoid such situations when a user has extra
resources that are not used but accounted in billing. Or when a user has utilized all the available resources and now
needs more. In either of these cases, a user would have to request Administrator to change the resource limits. With
the new plugin a user gets access to resource limits, and Administrator can manage resoure quotas via Ul

The extension uses two backend plugins:

 the pAPI Gateway plugin developed by us to help developers to create extensions for CloudStack using any
programming language.

¢ the Resource Limits Management backend plugin that extends CloudStack API with additional endpoints.

After the backend plugins are deployed and configured the Resource Limits Management Ul-plugin can be activated
and configured via the configuration file (see the configuration guide). Once it is activated, users and administrators
get access to resource limits and quotas management via UL
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6.2 Plugin Deployment

The instructions on plugin deployment are presented at the project wiki-page.
To enable the Resource Limits Management Ul-plugin you will need to:
1. Install and configure the uAPI Gateway backend plugin in CloudStack.
2. Deploy the Resource Limits Management backend plugin.

3. Enable and configure the Resource Limits Management Ul extension via the config.json file.

6.3 Managing Resource Limits via Ul

6.3.1 Resource limits management by Domain Administrators

After the plugin is enabled, Domain Administrator can open “Resource quotas” under the “Accounts” menu. In
this section, Administrator can view and set resource quotas. To edit resource quotas Administrator enters desired
minimum and maximum values for a resource parameter.

= a
rr;:§ﬂud computing o
- Instances 2 20
IPs 2 7
Max
b Resource quotas Volumes 2 10" i
Activity log Snaps hots 2 a
Settings -
Templates -1 56
Logout
Projects -1 8218
Network -1 45
VPCs -1 41
CPUs -1 39
Memory (MB) o 8096
Primary storage (GB) 1] 92
Secondary storage (GB) 0 61

UPDATE

]

[-1] stands for any value, that means a resource parameter with [-1] is unlimited. Such parameters are not available for
users to change resource limits.

Administrator sets resource quotas for all accounts in the domain.
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6.3.2 Changing resources by users

After the plugin is enabled, a user can change resource limits in case of the lack of resources or, alternatively, nonuse
of extra resources. To send a request a user goes to the Resource usage panel under the Virfual Machine section and
clicks «Request resources».

In the appeared modal window, a user can see resource parameters and a slider for each parameter. The scales are
limited in accordance with the quotas set by Administrator. A user can move a slider within the quotas to change a
resource parameter value. Then click «Request» to change the resource limits.

Request resources

Instances

Volumes

Projects

Primary storage (GB)

CANCEL REQUEST

Unlimited resources (set by Administrator as [-1]) are not listed among the resource parameters. That means they are
not available for changing.

6.3. Managing Resource Limits via Ul 199
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Indices and tables

* genindex
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e search
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